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Abstract 

 
 This report gives a survey on cryptographic hash functions. It gives an overview of different types 
of hash functions and reviews design principles. It also focuses on keyed hash functions and suggests some 
applications and constructions of keyed hash functions.  

We have used hash (keyed) function for authenticating messages encrypted using Rijndael [1] 
block cipher. Moreover, a parallel message digest has been implemented using VHDL. The computational 
complexity is O(log k) compared to O(k) in case of serial method.  

Mersenne Twister is a uniform pRNG suggested by Matsumoto and Nishimura [2] which provides 
a astronomical period of 219937-1, but is not suitable for cryptographic applications. This report 
suggests a method for creating cryptographically secure random number using Mersenne Twister.      

 
 
1. Introduction 
 
With the advent of public key cryptography and digital signature schemes, cryptographic hash functions 
have gained much more prominence. Therefore, we try to make a study of hash functions and their design 
principles. Information Theory and Complexity Theory are two major approaches in the study of hash 
functions. In the complexity theory approach, some assumptions are made based on the computing power 
of the enemy or the weakness of the existing systems and algorithms, and therefore the security cannot be 
proven but estimated by the analysis of best known attacking algorithms and considering improvements of 
the hardware and softwares. In this report we concentrate on the complexity theory approach.  
 
In this section we shall provide some basic definitions. In section 2, we discuss the design principles of 
hash functions. In section 3, applications and constructions of keyed hash functions are detailed, and  in 
section 4, 5 and 6 we describe certain applications of hash function developed by us.  

 

1.1  Definitions  
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Some useful definitions are given in this section. 

Definition 1 A function H() that maps an arbitrary length message M to a fixed length message digest MD 
is a One-Way Hash Function (OWHF), if it satisfies the following properties: 
 

1. The description of H() is publicly known and should not require any secret information for its 
operation. 

2. Given M, it is easy to compute H(M). 

3. Given MD in the range of H(), it is hard to find a message M such that H(M) = MD, and given M 
and H(M), it is hard to find a message M’ (≠ M) such that H(M’) = H(M). 

 
Definition 2   A function H() that maps an arbitrary length message M to a fixed length message digest 
MD is a Collision Free Hash Function (CFHF), if it satisfies the following properties: 
 

1. The description of H() is publicly known and should not require any secret information for its 
operation. 

2. Given M, it is easy to compute H(M). 

3. Given MD in the range of H(), it is hard to find a message M such that H(M) = MD, and given M 
and H(M), it is hard to find a message M’ (≠ M) such that H(M’) = H(M). 

4. It is hard to find two distinct messages M and M’ that hash to the same result ( H(M) = H(M’)). 
 
Definition 3  A function H() that maps a fixed length key K and an arbitrary length message M to n bit 
message digest MD is a Secure Keyed Hash Function (SKHF) or simply a Keyed Hash Function if it 
satisfies the following properties: 
 

1. The description of H() is publicly known. 

2. Given K and M, it is easy to compute H(K,M). 

3. Without knowledge of K, it is hard to both find M when H(K,M) is given, and to find two distinct 
messages M and M’ such that H(K,M) = H(K,M’).  

4. Given (possibly many) pairs of [ Mi , MDi ] with MDi = H(K,Mi), it is hard to find the secret key K. 

5. Without the knowledge of K, it is hard to determine H(K,M) for any message M, even when a large 
set of pairs [Mi , H(K,Mi)], where Mi’s are selected by the opponent (M ≠ M’,∀ Mi), is given. 

 
 

2. Design Principles For Hash Functions 
 

Study of hash functions clears that most hash functions have similar structures. The following structure for 
hash functions has been suggested :  
 

1. Choose a good round function f(), depending on the required level of the security. (Suppose the 
function maps a t-bit block into a r-bit block, where 128 ≤ r ≤ t .) 

2. Use a padding procedure and pad a suffix to the arbitrary length message M such that the padded 
message length (in bits) becomes a multiple of t. The following padding procedure is suggested 
here: 

 
(a) Store the length of M modulo 2s in a s-bit variable L and prepend it to the message. 
(b) Append a single ‘1’ bit followed by enough ‘0’ bits to the message such that the length of 

the result (in bits) is (t – s) modulo t. (At least one bit is appended.) 



(c) Append the s-bit variable L to the previous result. This makes the padded message length 
equal to a multiple of t. 

 
3. Divide the padded message into n t-bit blocks M1 ,M2 , … ,Mn . This allows to process the message 

in t-bit blocks, using the round function f().  
4. Choose a good initial vector IV (probably by a random choice), and store it in an r-bit buffer X1 . 
5. Perform the round function f() to the all n blocks, using a chaining method (Xi+1 , = f(Xi ,Mi), i = 

1,2,…,n). 
6. The output of the above process is the message digest. That is, MD = Xn+1 . 

 
The above structure thwarts general attacks, such as Birthday attacks, but the cryptanalyst has still a chance 
to attack the hash function based on the weakness of the underlying round function f(). The round function 
should have the following properties: 
 

a) To have a weak/strong one-way hash function, the underlying round function should be so. This is 
a necessary condition but not sufficient, i.e, a hash function might not be one-way even if the 
underlying round function is so. 

b) To have collision free hash function the round function must be collision free. This is because, if 
the opponent can find two distinct messages Mi and Mi’ such that f(Xi ,Mi) =  f(Xi ,Mi’),  for some 
chaining variable (intermediate value) Xi , he/she can find a collision for the entire hash function 
by just replacing the Mi with Mi’. 

c) It should be free from pseudo-collision. If the opponent can find two messages Mi and Mi’ and two 
chaining variables Xi and Xi’ such that  f(Xi ,Mi) = f(Xi’ ,Mi’), a pseudo collision is found. 
Sometimes pseudo collisions may lead to real collisions. For example, for the above pseudo 
collision, if the enemy can find a block Mi″  such that  f(Xi , Mi″ ) = Xi’ , he/she can replace Mi 
with ( Mi″ || Mi’ ), because f(Xi ,Mi) = f( f(Xi ,Mi″), Mi’).  

d) It should not have fixed points. If the function has fixed points then the cryptanalyst may find a 
chaining variable Xi such that f(Xi ,Mi) = Xi . In this case Mi can be inserted without affecting the 
result. However, adding a message length to the process provides some protection against this 
insertion. (another fixed point should be found and removed from the message to keep the 
message length constant) 

e) A hash function must use every bit of the message block many times. This prevents the cryptanalyst 
to create undetectable changes in the message, as changing a bit will cause many changes to the 
result of the round function. 

 
After choosing an appropriate round function, the process of the whole hash function must be analyzed. 
Any irregularities in the distribution of the output can lead to an attack (like Differential Cryptanalysis).   
 
 
 
3. Keyed Hash Functions 
 
Keyed hash functions can be used for message authentication. In this section, applications and 
constructions of keyed hash functions are studied. 
 
3.1  Application of Keyed Hash Function 
 
 
3.1.1 Message Authentication between Two Parties 



Although electronic signature [3] can be used for message authentication, they are usually slow and 
inefficient. They also need key distribution schemes for public key. When two parties need to 
communicate, it is easier to use a symmetric key rather than public and secret keys. Having a secure hash 
function, a message authentication between two communicants can be provided by sending the pair [M, 
MD] from one communicant to the other.  
 
3.1.2  Message Authentication among Multiple Parties 

In some applications, such as electronic mails (Email), a message can be broadcasted to people to reduce 
the communication bandwidth. When a user A(Alice) wants to send a message M to other users B1 , B2 , … 
,Bn , she can, for example, send [M, H(KAB1 ,M), . . . , H(KAbn ,M)] or [M, E(KAB1 , (K || H(K,M))), . . . , 
E(KAbn , (K || H(K,M))) ] , where H() is a keyed hash function, E() is an encryption algorithm, KAbi is the 
secret key shared between A and Bi (i = 1, 2, … , n) and K is a fixed length session key chosen by A. 
 
3.1.3  Software Protection 
Keyed hash functions can be used to protect a software against modifications (and viruses). The protection 
can be provided by computing the digest of the file (software) using a keyed function and saving in a safe 
place. 
 
3.1.4  Encryption Algorithms 
Hash functions can be used to construct encryption algorithms. In keyed hash functions, since a secret key 
contributes to the process of hashing, design of encryption algorithms becomes even simpler. An example 
clarifies the idea. 

Suppose  H() is a secure keyed hash function which produces r-bit message digests. To encrypt a plaintext 
P = (P1 || P2), where P1 and P2 are r-bit blocks, the following steps are followed: 

1. T = H(K1 ,P1) ⊕ P2 

2. C1 = H(K2 ,T) ⊕ P1 

3. C2 = H(K1 ,C1) ⊕ P2 

Where K = (K1 || K2 || K3) is the secret key and C1 and C2 are each r bits. The ciphertext is C = (C1 || C2) 
and can be decrypted by a similar method. 

1. T = H(K1 ,C1) ⊕ C2 

2. P1 = H(K2 ,T) ⊕ C1 

3. P2 = H(K1 ,C1) ⊕ T 

A similar scheme was originally proposed in [4] and was briefly examined in [5]. 

 

3.2  Construction of Keyed Hash Functions from Existing Hash Functions 

In this section, we show how pre-existing hash functions can be used to construct a keyed hash function. 
This implies that, some security of the designed keyed hash function relies on the security of the underlying 
hash function. Bellare et al [6 ] have established a tight and general relationship between the security of the 
their schemes NMAC and HMAC, and the underlying hash function. We will consider Hash-then-Encrypt 



Construction, Nested Hash Function Construction and Construction Using a Key as a Part of Message or 
Initial Vector. 
 
Hash-then-Encrypt Construction :  The collision freeness depends on a collision free hash function H’() 
and the protection against enemy depends on an encryption algorithm E(). The keyed hash function is 
defined as , 

H(K,M) = E(K, H’(M))     

Where K is the secret key and M is the message. Fig 1(a) illustrates this construction.  
 
 
Nested Hash Function Construction : There are many ways to construct a keyed hash function from 
nested hash functions. Here, we describe the most commonly used structure.Suppose H’() is a one-way 
hash function with r-bit message digest. The round function is defined as, 

f(Xi ,Mi) = H’(H’(Xi) || Mi)    

Fig 1(b) illustrates this method. Thus, the keyed hash function can be summarized as : 

H(K,M) = f( f( … f( f(K,M1 ),M2 ), … ,Mn-1 ) , Mn )     
 

     

                           figure 1(a)       figure 1(b)  

 
Construction Using a Key as Part of Message or Initial Vector : The above constructions make the 
overall hash function slower. In this section, the construction of keyed hash function from a pre-existing 
hash function, by having a key as part of the message or the initial vector, is studied, and therefore, the 
speed of the constructed keyed hash function remains almost the same as that of the hash function. 
 
In the following, several schemes are given, where H’() is a collision free (and pseudo-collision free) hash 
function, K = (K1 || K2) is the secret key. ‘||’ denotes concatenation and ⊕R  is special bitwise xor operation, 
where the operands may have different lengths and the xor will be performed bitwise starting from the right 
most bits. Similarly, ⊕L denotes special bitwise xor starting from the left most bits. And, IV stands for 
initial vector unless otherwise stated. 
 

1. H(K,M) = H’(IV ,(K || M)) . 

2. H(K,M) = H’(IV, (M || K)) . 

3. H(K,M) = H’(IV, (K1 || M || K2)) . 

4. H(K,M) = H’(IV, (K || M || K)) .  



5. H(K,M) = H’(IV, (K ⊕L M)) . 

6. H(K,M) = H’(IV, (M ⊕R K)) . 

7. H(K,M) = H’(IV, (K1 ⊕L M ⊕R K2)) . 

8. H(K,M) = H’(IV, (K  ⊕L M ⊕R K)) . 

9. H(K,M) = H’(IV, M) , where IV = K. 

10. H(K,M) = H’(IV, (M ⊕R K)), where IV = K.  

11. H(K,M) = H’(IV, (M ⊕R K2)), where IV = K1 . 

                       
 
4.  Secure Mersenne Twister 
 
Mersenne Twister (MT) is a pseudorandom number generator developed by Makoto Matsumoto and Takuji 
Nishimira [2]. It has the following merits : 

1. Far longer period and far higher order of equidistribution than any other implemented 
generators. ( it is proved that the period is 219937-1, and 623-dimensional equidistribution 
property is assured) 

2. Fast generation. (Although it depends on the system, it is reported to be sometimes faster 
than standard ANSI-C library in a system with pipepline and cache memory) 

3. Efficient use of memory. (The implemented C-code consumes only 624 words of 
working area) 

With the above merits its suitable for most of the applications except cryptography. According to the 
authors, this generator does not create cryptographically secure random numbers as it is. By a simple linear 
transformation, the output of MT becomes a linear recurring sequence. Then, one can easily guess the 
present state from sufficiently large size of the output. Thus, its not suitable for cryptographic applications. 
 
In order to make this pRNG cryptographically more secure we suggest two modifications in the algorithm. 
First, we must hide the sequence generated by MT from the adversary. This can done by the use of an 
appropriate hash function mapping k- random numbers (each of length 32-bits) generated by MT to a 
message digest of length l. Second, MT makes use of a seed of size 32-bits which is an easy prey to attack 
by exhaustive search. So, an adversary can simply generate random seeds and see if the hash values 
obtained from the random numbers generated by MT match the data collected and thus succeed in guessing 
even the key. To avoid this, we modify the algorithm used for generating the initial vector of 624 32-bit 
words from a seed to size 32-bits, to accept a seed of size ≥ 128 bits. Here, the use of  appropriate hash 
function is important. In order to preserve the period characteristic of MT the hash function should be such 
that it is very hard to find two such inputs which hash to the same value. Therefore, we suggest the use of 
collision-free hash functions (it need not be a keyed hash algorithm) like SHA-1 [7], MD5 [8]. Moreover, a 
hash function with round functions satisfying  Strict Avalanche Criterion are more appropriate for this use, 
like, HAVAL [9]. 
 

 5.  Message Authentication and Rijndael 
In communication, apart from secrecy, reliability of communication is an important issue. Message 
authentication is any procedure to verify that messages come from the alleged source and have not been 
altered. It should be possible, further, to verify the sequence/order and timing of messages. We provide a 
method to authenticate the messages encrypted by Rijndael. But, then a question arises that when an 
encrypted message is itself an authenticator, then why do this ? The reason will be clear in the following 
discussion. 



 
When the encrypted message is used as the authenticator, the reasoning is that the authorized sender is the 
only person who could create a ciphertext decrypting (with the key possessed by the authorized recipient ) 
to a coherent plaintext. If the plaintext is expected to be some language like English, then it should be hard 
to make a bogus ciphertext without having the true encryption key. But, the input to the decryption can be 
anything, so, if the legitimate messages are fairly arbitrary strings of 0’s and 1’s (like some assembly 
language code), then the decryption will give a supposed plaintext whose legitimacy will be hard to check. 
Moreover, such a method of authentication does not prevent Replay Attacks. Encryption does not prevent 
replay of old messages which had been heard and copied by an eavesdropper. In order to come over these 
problems, we suggest a scheme for authenticating the messages encrypted using the Rijndael [1].   
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Encryption : In this method, 256 bits of message block is encrypted using 128 bit key K. The ciphertext 
obtained while encryption after 2nd last round is input to the hash function H() along with sequence number 
and time (time of generation) to generate a message digest of 128 bits. Intermediate ciphertext has been 
used to avoid the use of key in hash function thereby increasing the efficiency. Appropriate choice of hash 
function can be made accordingly. See figure 2(a). 
 
Decryption : The received packet has three parts : sequence number & time, ciphertext and message digest. 
Last round of Inverse Rijndael is applied to the ciphertext. Then the intermediate ciphertext along with the 
sequence number and time is fed to the hash function. The corresponding message digest is compared to 
the message digest in the packet. If they match, then the remaining rounds of decryption algorithm are 
applied else the packet is rejected. See figure 2(b). 
 
By doing so, we are able to earn 3 advantages. First,  The process becomes more efficient as garbage 
packets are rejected before the application of complete decryption algorithm. Second, it checks the order of 
the received messages. Thus, an adversary cannot delete some of the sequence or reorder a sequence of 
messages. Third, every message has a Timestamp. So, an adversary cannot replay one or more old 
messages as if they were new, or delay messages to make them appear that they were sent later than they 
actually were. 



6. Parallel Method of Hashing 
This method allows parallel computation of hash value on several processors. Let  f  be a fixed size, 
collision free, hash function mapping m bits to t bits. Then a collision free hash function H() which is 
implemented in a parallel way and maps strings of arbitrary length to t bit strings can be constructed as 
follows. Let a message M of length n be given. The message is padded with a number of 0’s so that the 
resulting bit string has a length equal to 2km for some k. 

 1Xi      =    f(M2i-1 ,M2i)   i = 1,. . . ,2k-1 
  jXi      =    f( j-1X2i-1 , j-1X2i)  i = 1,. . . ,2k-1 ;         j = 2, . . . ,k-1 

             H(M)   =    f( k-1X1 , k-1X2) ,   H(M) : the final hash of M.  

This method is called parallel method in [10], while in some references such as [11] it is referred as the tree 
approach to hashing. For a given k, the complexity of this algorithm is clearly O(log k) as compared to O(k) 
in case of serial or chaining method. We are trying to implement this model on chip using VHDL for a 
given k. The work is still in progress. 
 

7.  Conclusion 

We have made a study on hash functions and their design principles and used them to make a pseudo 
random number generator called Mersenne Twister cryptographically secure. We have also succeeded in 
using hash functions for providing authentication to messages encrypted using Rijndael block cipher with 
three big advantages. We are also trying to implement the parallel method of hashing using VHDL and the 
work is currently in progress. 
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