
Error Concealment of H.264 Encoded Video through a
Hybrid Scheme

Chinmay Kumar Nayak
Defence Research and

Development Organisation
India

chinmay@iitb.ac.in

Jayalakshmi Surendran
∗

Vidyalankar Institute of
Technology, Mumbai

India
jayalakshmi.surendran@gmail.com

S. N. Merchant
Indian Institute of Technology

Bombay
India

merchant@ee.iitb.ac.in

U. B. Desai
Indian Institute of Technology

Hyderabad
India

ubdesai@ee.iitb.ac.in

Sugata Sanyal
Tata Institute of Fundamental

Research
Mumbai, India

sanyal@tifr.res.in

ABSTRACT
A hybrid error concealment scheme for H.264/AVC that uses
the concept of watermarking, Overlapping Boundary Match-
ing Algorithm (OBMA) and Projection Onto Convex Sets
(POCS) is proposed in this paper. The advantage of this
scheme is that, watermarking is performed during the en-
coding process itself. The specific features of both intra
coded and inter coded frames are exploited for this purpose.
The proposed method chooses watermarking or OBMA or
POCS or a combination of them selectively for error con-
cealment which minimizes computational complexity. Sim-
ulations are performed to show that the proposed method
works well with those videos which have abruptly moving
blocks.

Categories and Subject Descriptors
H.4 [Information Systems Applications]: Miscellaneous;
D.2.8 [Software Engineering]: Metrics—complexity mea-
sures, performance measures

General Terms
H.264/AVC, Error Concealment

Keywords
Watermarking, Projection Onto Convex Sets, Overlapping
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Data transmitted over channels are vulnerable to trans-
mission errors. Imperfect transmission of block coded im-
ages and video results in loss of blocks. Error correction,
error control and error concealment techniques have been
developed for reducing these visual artifacts [11]. Error con-
cealment techniques reduce image distortions through post
processing at the decoder side. Hence error concealment
techniques do not have access to the original information
and are usually based on estimation and interpolation pro-
cedures that do not require additional information from the
encoder.

Digital watermarking is basically a method of inserting
some content into the original data which can be later re-
covered to prove authentication or copyright. Of late it has
also been proposed for error concealment of images and video
[1]. In this case some important information derived from
the image itself is chosen as the watermark and is retrieved
at the decoder as in the case of a blind watermarking scheme
and used for concealing errors. For the purpose of error
concealment of H.264/AVC, we make use of three different
methods in this paper. One is based on digital watermark-
ing where the average values of the lost blocks are restored
from the hidden data. The second method used for conceal-
ment of errors is OBMA. OBMA is employed in those blocks
which have no motion or uniform motion. The third method
is POCS which is a computationally expensive method un-
less combined with another method of error concealment.
So this method is used only in the last stage of concealment
where error is very predominant due to loss of edge infor-
mation.

POCS [9] utilizes correlated edge information from lo-
cal neighborhood in images and intra frames of video to
restore missing blocks. It is an iterative algorithm satisfy-
ing spatial domain and spectral domain constraints. Thus
POCS method preserves edge, but is computationally com-
plex and non real time as it requires much iteration to ex-
trapolate missing pixels from the available correctly received
surrounding blocks.

OBMA finds the motion vector that yields the best over-
lapping between the external boundaries of the lost macro-
blocks in both the present frame and the reference frame
[4]. Watermarking ensures that each block is replaced by



its average value. But this has the disadvantage of high
blockiness effect as the number of error blocks increases.
This can be improved through POCS by recovering coeffi-
cients extrapolated from the neighboring correctly received
blocks. POCS is an efficient algorithm to maintain edge con-
tinuity. Moreover, it gives superior concealment for blocks
in smooth regions by exploiting the local texture informa-
tion. POCS being a computationally expensive method, is
applied after replacing error blocks with their average val-
ues through watermarking based method. This reduces the
number of iterations for POCS. Most of the erroneous blocks
are concealed using watermarking based method. So a low
complexity error measure is worked out to select blocks on
which POCS will be applied. This ensures better perfor-
mance with reduced complexity. Peak Signal to Noise Ratio
and Structural Similarity (SSIM) [12] are chosen as two
performance indices for evaluating this method.

2. WATERMARKING BASED ERROR CON-
CEALMENT

This section gives a detailed description of the watermark
embedding and extraction process. The method conceals
the error in the damaged blocks using the hidden data in
the image [6]. For this purpose the entire image is given
equal importance and there is no segregation as Region Of
Interest and Region Of Background. The hidden informa-
tion in the image basically contains the average values of the
image. A wavelet based algorithm is used for this purpose
and the gray level values of the approximate band is hidden
in two selected sub-bands of the image. Before hiding these
values directly, they are encrypted using a pseudo-random
sequence generated by using a key. So only a person who has
the key can decrypt the hidden information for concealment
purpose.

3. IMPLEMENTATION OF POCS
Watermarking based error concealment gives good perfor-

mance when the number of blocks in error is less. As more
number of blocks are lost during transmission, it becomes
difficult to retrieve the correct copy of the embedded data.
This affects the quality of the error concealed image. Thus,
with a large number of error blocks, it is better to combine
another method for further improvement in the image qual-
ity. In POCS, lost image blocks are restored by extending
edges present in the surrounding neighborhood so that they
pass through the missing block. If no edges are present in
the surrounding neighborhood, the lost block is restored by
a smoothing process.

4. ERROR CONCEALMENT OF H.264/AVC
It has been shown that watermark embedding prior to en-

coding along with POCS works well for error concealment
of images [7]. This concept along with some modifica-
tion has been efficiently introduced for error concealment
of H.264/AVC in this section. Video frames in any codec
will be either intra-coded or inter-coded. In order to en-
hance compression, H.264/AVC performs predictive coding
in both I and P frames [8], [10], [5]. The data to be trans-
mitted corresponding to each frame thus consists of infor-
mation of predicted frame as well as the difference frame.
In this particular codec, IntegerDCT is used for encoding

[8], [2]. The approximate band is embedded into the trans-
mitted difference frame and is used for error concealment in
case of block errors.

As mentioned above, each frame is encoded through pre-
dictive coding. In the case of intra coded frames, each
macro block is predicted from the previously encoded pix-
els in the neighborhood of the same frame. The residual
frame is formed by finding the difference between the pre-
dicted frame and the original frame. Thus, both predicted
frame and the residual frame are transmitted. On the con-
trary, for inter coded frames, motion vectors are estimated
with respect to the reference frame. The residual frame is
formed by finding the difference between the original and the
motion compensated predicted frame. Here motion vector
information and residual frame are transmitted. Irrespec-
tive of the prediction, whether intra coded or inter coded,
H.264/AVC encodes the residual information through In-
tegerDCT or IntDCT. The watermark bits for each frame
will be formed as explained in [6]. A three level wavelet
transformation is performed on the original frames and the
approximate band is scaled with scaling factor. These val-
ues are then converted to binary array. This forms the data
to be embedded into the residual data during the encoding
process.

4.1 Watermark Embedding
The watermark embedding steps on a residual frame is

shown in Figure 1.

Figure 1: Watermark embedding on residual frame

IntDCT is operated on 4 × 4 blocks of residual data ob-
tained after motion compensated prediction or intra predic-
tion. The forward transform is given by Equation 1

Y = (CfXCT
f )⊗ Ef (1)

Here X is the 4× 4 matrix to be transformed in the residual
frame and Y is the transformed matrix.
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and ⊗ denotes point by point mul-

tiplication. IntDCT has identical compression performance
as DCT, but has the added advantage of operation without
loss of decoding accuracy. CfXCT

f gives the forward Int-
DCT of the matrix X. The inverse transform of Y is given
by Equation 2.

X = CT
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Once 4×4 IntDCT is performed, out of the 16 coefficients in
each of the 4× 4 matrix, 8 coefficients are selected as shown
in Figure 2. The watermark bits generated are embedded

Figure 2: Coefficients selected for hiding watermark

into these selected coefficients as per the wavelet based al-
gorithm. Thus each 4× 4 block in the residual frame hides
8 bits from the watermark sequence. Multiple copies of the
watermark sequence are embedded into the residual frames
for robust recovery in case of losses. This data will be trans-
mitted after post multiplication and quantization.

4.2 Watermark Retrieval
At the receiver, the video frames are reconstructed from

the predicted frames and the residual data. In case of block
losses due to transmission, the approximate values of those
blocks can be recovered from the redundant watermark in-
formation in the residual frames. For this purpose, the re-
covered residual frame should be transformed through Int-
DCT and then from the 8 preselected locations of each 4×4
block, the watermark bits are recovered. The watermark
bits are decided according to majority rule from the recov-
ered stream and subsequently binary to decimal conversion

and scale factor multiplication are performed. The entire
structure of retrieval of the approximate band at the re-
ceiver is shown in Figure 3. From the retrieved LL2 band as

Figure 3: Watermark retrieval at the receiver

per the above method, the original frame is formed by per-
forming the inverse wavelet transformation with all other
high frequency coefficients set to zero. This gives the ap-
proximate information of the entire image and will be used
for replacing error blocks.

4.3 Concealment of Intra Coded Frames
For intra coded frames, the block size for prediction could

be 4×4 or 16×16 in case of H.264/AVC and after prediction
the residual information is found out. IntDCT is performed
on this residual frame and the watermark bits formed from
the original frame is embedded into these transformed coeffi-
cients. After this stage post multiplication and quantization
are performed. The transmitted data consists of both resid-
ual data with watermark embedded into it and the predicted
I-frame.

The receiver receives the predicted frame as well as the
residual data. The decoder detects the error locations. The
residual data may contain 4 × 4 block losses and the pre-
dicted frame may contain 4 × 4 or 16 × 16 block losses or
both. The block errors in the predicted frame are concealed
from the approximate image obtained through watermark-
ing. The residue information corresponding to these blocks
are not utilized for further processing. Thus the predicted
frame which is having its block errors replaced with their
approximate values and the residual frame together give the
intra coded frame. Since, the blocks in error are replaced
by their approximate values, the high frequency informa-
tion in these blocks are missing. This is retrieved through
POCS. Thus the low frequency information as well as the
high frequency information is restored on the intra coded
frame. The complete block diagram of this process is given
in Figure 4.

4.4 Concealment of Inter Coded Frames
The complete procedure involved in error concealment for

inter coded video is shown in Figure 5. In case of inter
prediction, the previously decoded frame is used as refer-
ence for motion vector estimation. The difference between
the original frame and the motion compensated predicted
frame forms the residual frame. Watermark bits are formed
from the original frame as in the case of intra coding itself.
These bits are embedded into the transform coefficients of
the residual frame same as in the case of intra coded frames.
Thus both motion vector information and residual informa-
tion with watermark data are transmitted.

Errors occurred while transmission could be either due to



Figure 4: Error concealment in intra coded frames

Figure 5: Error concealment in inter-coded frames



loss of motion vector loss leading to block errors of differ-
ent sizes or due to loss of residual data leading to 4 × 4
block error. For motion compensated prediction, previously
decoded and concealed frames are used as reference.

• With less or no motion: In case of very less motion, the
correlation of the macro-blocks of the error frame with
those in the reference frame will be more than that
with the approximate frame generated from the water-
mark bits. In case of uniform motion, the neighboring
motion vectors will be highly correlated and any lost
motion vector can be estimated accurately. Thus the
lost block can be recovered. Hence BMA (Boundary
Matching Algorithm) based concealment can be used.
Moreover, if residual information is available for these
blocks, it can enhance the results. In the proposed
method, Overlapping Boundary Matching Algorithm
(OBMA) is used to conceal errors in blocks which have
less motion [3], [4]. From the available neighboring
motion vectors the nature of motion is predicted. Both
magnitude and direction of motion vectors are taken
into consideration. The criteria for this concealment
are
1. Motion Vectors of neighboring blocks are zero or
very small
2. Motion Vectors are unidirectional with almost equal
magnitude in their mean, median and individual val-
ues.
These concealed blocks through OBMA are added with
residual data to recover the lost block.

• With large or complicated motion: Watermarking based
error concealment is initiated only if the blocks have
complex motion. In such cases, the lost blocks of
the inter predicted frame are replaced by the corre-
sponding values from the approximate image gener-
ated through watermark extraction. Then the residual
frame and the predicted frame are combined to form
the inter-coded frame. Still there could be error due to
the loss of high frequency information. Moreover, some
blocks in residual frame could themselves be in error.
These errors can still cause visible distortion in video.
In the next step of concealment POCS is applied. This
stage is performed after calculating Sum of Absolute
Difference (SAD) with the neighboring blocks and se-
lecting block errors which are still predominant, which
would finally help concealing all types of errors caused
while transmission.

4.5 Experimental Results
Three different videos with different motion and texture

characteristics are considered for testing the proposed method.
Each frame of the video is of size 144 × 176. Thus there
are 18 × 22 × 8 = 3168 bits to be hidden in each frame.
Total number of coefficients available for watermark hid-
ing are 144×176×8

4×4
= 12672. Thus 12672

3168
= 4 copies of the

watermark are embedded in each frame. Random block
errors were introduced to the frames to simulate channel
losses. Three test videos were used for testing the proposed
method with different percentage block errors introduced
into them. The results have been compared with BMA
based error concealment to demonstrate the improvement
of the proposed method. The proposed method shows very
good concealment of block errors irrespective of the type of

(a) (b)

(c) (d)

Figure 6: a. Original frame, b. Error frame c. Error
Concealed frames-BMA d. Error Concealed frames-
Proposed method

motion, whether low or high, whereas, BMA method shows
serious distortion in case of large motion.

The Table 1 shows the PSNR and SSIM index of the
videos selected under different loss rate. The percentage er-
ror shown is the percentage of total frames in error. In each
of the error frame 8% to 10% macro-blocks are in error. The
performance of the proposed method is much superior with
higher amount of block error. Table 2 shows the results of
concealment with a different loss rates in the residual frame.
Percentage error shows the percentage of residual frames in
error and in each error frame 8% to 10% 4x4 macro-blocks
are in error. Even when there is loss of residual data, the
proposed method gives superior performance as POCS in
the subsequent stage accounts for the high frequency com-
ponents.

Figure 7 shows the PSNR and SSIM index for Foreman
sequence. The plots are obtained for 100 frames of Fore-
man sequence with 45 inter-coded erroneous frames and 28
residual erroneous frames. The advantage of the proposed
method is very obvious in case of errors in those blocks which
have large or complicated motion. Figure 8 shows the frame
numbers in error and the number of lost blocks.

5. CONCLUSION
Transmission of images through noisy channels often leads

to loss of blocks of data. The proposed scheme makes used of
the advantage of watermarking based scheme to reduce the
computational complexity involved in POCS. Watermarking
based scheme restores these lost data through the retrieval
of a watermark embedded in the transmitted image.

Temporal concealment schemes need the motion vectors
to be estimated with a satisfactory degree of accuracy, which
is limited by the available information from neighboring
blocks. The proposed technique for video error concealment
can overcome such limitations. It exploits the neighboring
Motion Vector (MV) information, if a good estimate of lost
MV is possible. Else watermarking based scheme does the



Test % Frame PSNR PSNR PSNR SSIM SSIM SSIM

Sequence error Error BMA Proposed Error BMA Proposed

35% 24.6481 42.0484 42.1250 0.9128 0.9938 0.9947
Coastguard 60% 22.5091 40.8268 41.7268 0.8724 0.9907 0.9924

85% 19.2089 34.5724 36.3784 0.7556 0.9781 0.9871
35% 24.2901 45.5624 45.7826 0.8916 0.9953 0.9959

Foreman 60% 20.8907 44.1817 44.9672 0.8340 0.9935 0.9939
85% 18.3397 41.0509 42.1575 0.7199 0.9871 0.9893
35% 26.0410 37.3507 37.7357 0.9300 0.9873 0.9886

Husky 60% 23.8261 34.9833 35.6249 0.8977 0.9817 0.9824
85% 20.9007 31.3442 32.9362 0.8037 0.9511 0.9641

Table 1: PSNR and SSIM after concealment of block errors

Test % Frame PSNR PSNR PSNR SSIM SSIM SSIM

Sequence error Error BMA Proposed Error BMA Proposed

45% 27.6481 42.0484 42.1250 0.9198 0.9938 0.9947
Coastguard 50% 26.6545 41.3428 41.6190 0.9195 0.9929 0.9931

55% 24.8672 41.3200 41.4033 0.9166 0.9922 0.9924
85% 18.6883 34.2308 35.6583 0.7421 0.9753 0.9788
45% 27.4241 45.9838 46.1537 0.9196 0.9954 0.9959

Foreman 50% 25.4271 45.5904 45.6811 0.8984 0.9953 0.9956
55% 24.2901 45.5624 45.7826 0.8916 0.9949 0.9950
85% 16.8263 37.3922 38.5102 0.6779 0.9757 0.9808
45% 27.0410 37.7507 37.9357 0.9370 0.9905 0.9906

Husky 50% 26.9426 37.6804 37.8464 0.9365 0.9903 0.9904
55% 26.1894 37.0973 37.3719 0.9362 0.9896 0.9902
85% 20.6790 31.1535 32.3385 0.8084 0.9537 0.9625

Table 2: PSNR and SSIM after concealment of block errors in residual frames

Figure 7: PSNR ans SSIM by proposed method and BMA method



Figure 8: Error blocks in residual data and macro-blocks lost

spatial concealment of lost block. The proposed method
for error concealment gives noticeably superior performance
when there is complex motion in the video. Otherwise,
OBMA based technique is sufficient for concealment. In case
of large number of erroneous blocks, watermark retrieved for
concealing the errors may itself be in error. But POCS can
detect these errors and conceal in successive steps. Hence
this scheme is suitable for both intra coded and inter coded
frames with different types of motion and varied error envi-
ronment.
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