A Multifactor Secure Authentication System For
Wireless Payment

Sugata Sanyal, Ayu Tiwari and Sudip Sanyal

Abstract Organizations are deploying wireless based online paymaygpiications
to expand their business globally, it increases the growieed of regulatory re-
quirements for the protection of confidential data, and esiig in internet based
financial areas. Existing internet based authenticatistesys often use either the
Web or the Mobile channel individually to confirm the claimidéntity of the re-
mote user. The vulnerability is that access is based on amjyesfactor authenti-
cation which is not secure to protect user data, there is d abeultifactor au-
thentication. This paper proposes a new protocol based diifantor authentica-
tion system that is both secure and highly usable. It usesval mpproach based
on Transaction Identification Code and SMS to enforce amatbeurity level with
the traditional Login/password system. The system prevaaighly secure envi-
ronment that is simple to use and deploy with in a limited veses that does not
require any change in infrastructure or underline protofelireless network. This
Protocol for Wireless Payment is extended as a two way atitlations system to
satisfy the emerging market need of mutual authenticatimhedso supports secure
B2B communication which increases faith of the user andni@ss organizations on
wireless financial transaction using mobile devices.
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1 Introduction

Online banking, one of the fastest growing internet baségigcwhich increases
flexibility to the users to make their utility payments wowlitle and also increases
the business of the organizations universally. It is so popthat the criminals are
well aware of it and it is major revenue making source for anas. The fundamen-
tal requirement of any online banking applications is a 6&cto protect users con-
fidential data. Financial institutions providing onlinengees and offering Internet-
based products should use secure and efficient methodshafraigation to protect
data of their customers. Accessing today’s web-basedcsnalways requires a
username and password to authenticate the user identityisTa significant vul-
nerability since the password can be captured by the mareimitidle attack and
later used for making illegal access to the users accour.uBlkr authentication
method used by current online payment systems is not adequatsecure. Thus
it is possible for an unscrupulous user to use credit cardoeurar account details
stolen from valid user. Financial agencies consideredisifagtor authentication
is not sufficient for user authentication and insecure fghisk financial transac-
tions which involve access to customer information or thénenfund transfer to
other parties using web browsers or cell phones/PDA [1, 2].

The single factor authentication does not support all ticersy requirements, ma-
jor drawbacks of single factor authentication are:

[

. System relies on password authentication only.
2. Easily deducible with public domain cracking softwariitigs.

3. Weakness of the system: Password is encrypted and Ne&dsecse insecure
medium (Interception and decryption).

4. This makes it vulnerable to passive attacks.

5. Rigid and strict password requirements, so difficult tneenber passwords and
this leads to storing of an e-copy of the password on the ctenp easily ac-
cessible locations.

In order to support our claim single factor authenticat®wuulnerable to various
attacks. We would like to highlight the key points of the psbéd guidelines of
FFIEC (Federal Financial Institutions Examination Col)rithe FFIEC Council is
a formal interagency body empowered to prescribe uniforimcles, standards,
and report forms for the federal examination of financiatifngons. They intro-
duced a various points related to need of stronger autlatioticfor Internet bank-
ing services as mentioned in [3]:
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e Financial institutions must use the guidance by FFIEC fatuating and imple-
menting authentication systems and practices

e Financial institutions thus offering internet based prddumust have reliable and
secure methods to authenticate users

e Risk assessment must be conducted to identify types anid lefvesk associated
with their particular internet finance related product

So, we need Multifactor Authentication technique to seauneweb transactions
and to increase faith of users on mobile financial transastilm this proposed work
we are introducing new authentication system which is seand highly usable,
based on multifactor authentication approach. It uses alrapproach to create an
authentication system based on TICs (Transaction Ideatiific code) and SMS to
enforce an extra security level over the traditional loginai username/password
context. Al-Qayedi et al.[4] have also proposed the use 0c8$dMimplement secure
login session but have not used TICs in their protocol. Ti@wuser specific unique
transaction identification codes which are issued by bankmancial institutions
to their users. This code is similar to One Time Password (®UPprovide more
secure authentication to the transactions and one TIC sodeeid only once. This
work also suggests an encryption/decryption techniquievtbald be used to keep
TICs as secret codes on cell phones/PDA. The user can eadilypa TIC (from
the stored list of TICs) to initiate secure web transactisimg cell phones/PDAs,
instead of remembering and typing a complicated TIC codearhdransaction.
This protocol is extended to introduce mutual authentically two way authenti-
cation system i.e. the company or service provider is atittegrd to the user along
with the authentication of user to the financial institutibntwo way authentication
business organizations can also adopt this proposed systetmeir B2B mutual
communication. The proposed protocol can also implemeimé8?B communi-
cation with very slight modification to it. It enforces thewmig security over the
existing system to protect the business communicationtixeinsecure networks.

The paper is structured as follows: Section two reviews #iated work on e-
payment systems. Section three introduces the Multifaattirentication approach.
Section four presents our protocol for Wireless Paymerhtiding the system design
and architecture for secure web authentication. Sectierpfigsents the architecture
of the two way authentication scheme and its functional camepts. In Section six,
we discuss some implementation issues. In section seveurjtyeanalysis demon-
strates the resistance of the protocol against variousnieit¢hreats. Section eight
shows various advantages of this new system followed by smmelusion in sec-
tion nine.
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2 Background and Related Work

According to Gao et al.[5], mobile payment refers to wireleased electronic
payment for m-commerce to support point-of-sale/poirs@ivice (POS) payment
transactions using mobile devices. In general, m-paymgstess can be used by
wireless-based merchants, content vendors and informatid service providers to
process and support payment transactions driven by wirdlased commerce appli-
cations. As discussed in [2], the existing m-payment systeam be classified into
three major types. The first type is account-based paymetersg which can be
mobile phone-based, smart card or credit-card m-paymet¢isys [6, 7, 8, 9, 24].
Second type of m-payment system refers to the mobile POS guatysystems by
which customers can purchase products on vending machiesetail stores with
their mobile devices. The third type is E-wallets or E-casticlv stores digital cash,
which has been transferred from a credit card, debit cardraral check inside
their e-wallets. This payment system is designed to comghemxisting credit and
debit card systems for mobile users and can be either awtdnR®S payments or
attended POS payments [7, 9].An example of mobile POS patysystem is Ultras
M-Pay (http://www.ultra.si/).

2.1 Secure Electronic Transaction (SET)

The Secure Electronic Transaction is an open protocol Sp&tion developed for
credit card transactions over internet. Although SET hanlesigned to operate
in a wired infrastructure [10, 11, 12] its transaction flondamplementation of
security are of interest to us since it can also be employevirireless scenario
[10]. As referred to [10] basic transaction flow under SETtpcol is:

1. The consumer accesses the merchant’s web site, brovesgedids on display
and selects what he or she wants and gets the total cost dfaden items in-
cluding taxes and shipping costs.

2. The system asks for payment method and the consumer chimogay through
a credit card using SET.

3. Digital Wallet is special software used to enter creditiagaformation.

4. After getting details of customer payment the merchantaxis the merchants
Bank for customer authorization and payment.

5. Merchant Bank will contact the customers Bank for the sanget approval
of payment.
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6. Merchant will notify, if transaction is successful.

7. A few seconds later, there is a confirmation to the custdhwrthis order has
been processed.

SET is a good example of a protocol which does not providerseaser authen-
tication. Generally, implementation of SET uses SSL-basethods, which is not
completely secure [13].

Some disadvantages of SET are:

1. SET is designed for wired networks and does not meet atiltbbenges of wire-
less network.

2. SET protocol worked in the traditional model of paymentdao an end-to-end
security mechanism was required.

3. Direction of transaction flow in SET. In SET transactiores@arried out between
Customer Agent and Merchant. Itis vulnerable to attackestliinsaction/balance
modification by Merchant.

4. The transaction flow is from Customer to Merchant so allkbils of the users
credit cards/debit cards must flow via the merchants sidacteases the users
risk, since data can be copied and used later to access anarsiocount without
authorization.

5. There is no notification to the Customer from the custorBarsk after the suc-
cessful transfer. The user has to logon to their Bank onloréapin order to get
transaction and payment detail.

6. SET is only for card (credit or debit) based transactidwsount based transac-
tions are not included.

3 Multifactor Authentication Approach

Multifactor Authentication is a technique for users to autticate themselves using
two or more authentication, generally this method has begreimented for large
devices which are more capable in terms of power and prawesapabilities, some
commonly available systems uses combination of somethmgder possesses such
as a security token (e.g., USB dongle or security smart cand) something the user
knows (e.g., password). Another very popular multifaciathantication technique
is Biometrics. The major draw back of Biometric approaclsabat it requires large
systems to implement with very high power and processingluitity with high im-
plementation and deployment cost.
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The proposed work suggests that Multifactor Authenticatechnique can be im-
plemented in secure web transactions using cell phoneshdstevay to implement
the multifactor authentication approach without any exiaedware and extra cost
is to use two separate communication channels to confirndtgity of the user.

3.1 Multifactor Authentication Techniques

In the present work, we propose a multifactor authenticatechnique based on
TICs and SMS confirmation.

3.1.1 TIC Authentication

TIC code authenticates the wireless transaction to alloweseaccess. It is a tech-
nique which verifys both the user and the ongoing transaciol' IC code certifies
that the current transaction has been initiated by the gghgon and that its a valid
user who is trying to access his/her account.

TIC codes are:

e Issued by the Bank or Financial Institution to its customers

e A 32 bit or 64 bit Pseudo Randomly generated code which atigress$to the
customers.

e May be a complicated digit sequence or combination of nureend alpha nu-
meric characters.

e One time code, each transaction will use unique TIC codelftiremtication.

The TIC codes are most sensitive data for any financial trdiose, so we are stor-
ing TICs in encrypted format on users cell phone. The key toyge the TIC before
making any online web transaction is a local password orptelhe and only valid
cell phone owner will know the password. This password iscallpassword and
user can change it easily time to time to keep protection. Béwek or Financial
institutions are responsible for TIC generation and distion to their customers.
The TIC generation logic is strictly confidential and lindte the only responsible
authorized staff of the organization. The financial orgations will also maintain
the authentication server to record the issued TICs to thesand matches the same
code for each receive transaction and cancel the used TéCsaftcessful transac-
tion, so that each TIC will be used only once, [14] also rec@nded that financial
institutions should decide the validity time period for Bl@ccording to its standard
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organizational issuing policies, this method decreaseisheof fraud with the very
old TICs.

3.1.2 SMS Authentication

The Bank or Financial institution stores user cell numbesetiod SMS to their cus-
tomers for their transaction confirmation. Cellular netwoses separate channel to
send and receive SMS over wireless medium [4]. Here we asthamesers carry
their cell phone with them regularly and therefore can rectie short message and
reply SMS to confirm or deny their financial transaction. Aesuit, only valid users
will receive SMS from the authentication server. After gejtthe SMS, a user can
acknowledge the choices. When the authentication serveivesc"YES” it knows
that the user is valid and that the user has approved théated transaction.

So, Multifactor Authentication is used to verify the useddne transaction by using
following steps as referred to [14]:

1. Web-Based Basic Authentication: Firstly, the user witess web server using
their assigned web-based username/password for basengigtition.

2. TIC Authentication: After successful authentication tbé user using user-
name/password, the web server will demand for a TIC code ftaweb user
as a second authentication when user will initiate any fiigtransaction. Now
user will decrypt and insert one time TIC code to uniquelyiifg his/her trans-
action and prove his/her identity to the web Authenticaerver.

3. SMS Confirmation: After the successful TIC code autheitn, the third au-
thentication will take place, a SMS confirmation is a final rgwal to their initi-
ated online transactions.

The security of the system also depends on the security ofnesages sent
by SMS and WAP, which are encrypted and protected with AS5(goAthm [15].
The user will get a SMS with the required details which areeesal to identify
and recognize the users initiated transaction. By this SM&er will confirm their
transaction by “YES” or “NO”. Transaction will be committedh server only if the
user chooses “YES” and Rollback in case of “NO”. As refer té][1In next section
we are focusing on proposed protocol based on above recodademthentication
techniques.

4 Secure Web Authentication Protocol

The data flow and architecture, based on Multifactor Auticatibn techniques, is
described in this section.
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Figure 1 shows high level architecture of protocol for a seauveb authentication
using small wireless mobile devices like cell phone/PDAyUFe 2 shows more de-
tailed pictorial representation of transactions of protoc

The basic function of this protocol starts when user irgggtayment or fund trans-
fer process using their cell phone/ PDA. It is highly recomaed to use separate
authentication server to implement the protocol and irsgesecurity. Step by step
processes of using the proposed system are given below:

BTS - Base Transceiver Station, MSC - Mobile Switching Cen8MSC - Short
Message Service Centre

1. User will get their secure login/password details fromlkbar financial institu-
tion when they make contract with financial institution toeaptheir account.
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1. User gets User id, Password & List of TIC from the Bank
3. Verify
T i, T ¢ user info

2. Login on Bank website by User id v
g:ﬁrl;':gnef o4 Login Authentication success User Bank
PDA "~ [(User Nofification and gen erate session Key) Bank/Financi Authentic
With 5. Select the Mode of .| al Institution ation
Encryption/ *| Web Server 8 | Server
Decryption 6. Fill the details of payment with | with Secure [™
Module Merchant information/ Account Firewall

information to transfer

7. Send TIC to authenticate " 10 || M 12

N 9. ACK
T 10. SMS to verify user

11. Confirm or denied Transaction by replying SMS

12. Ack. Message from the Server to notify commit or declination of
transaction

&. Verify TIC from assigned

Fig. 2 Multifactor secure Web Authentication Protocol- Transatftow

Financial Institution is also responsible to distribute THCs to their customers,
authorized person will make initial setup to their custosre®ll phones/PDA and
install TIC codes with internal encryption.

2. The user will login using a Username/Password on Bank veekes through
GPRS connection and web-based username/password is aab#sntication
used to identify the user to the web server.

3. After successful basic authentication the user will gedption to initiate trans-
action with a welcome message and secure session id. We tiasielered three
modes of payment: Credit Card, Electronic transfer and DO@id.

4. The user will select mode of payment. In case of credit baskd payment pro-
tocol demand valid credit card number.

5. The user will insert the details of payment by filling in enpie form with de-
tails such as the merchants account number, invoice nunta@count number
to which an amount has to be transferred.

6. User can not submit online transaction without TIC cods.we have already
mentioned in Sect. 3.1, TIC is a one time code and user widlrirs TIC code
from the stored list of TIC codes. Note that TICs are passvpootected on the
cell phone and this password will be used to open the list 6f dddes and de-
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crypt the selected one before using it in ongoing transactio

7. Complete transaction with an attached TIC will be furtBecrypted and sub-
mitted to the server for processing. Here we are suggestibgchencryption
technique to encrypt the transaction details, more degailsryptography imple-
mented in the proposed system are mentioned in Sect. 4.2.

8. On the server side, banks authentication server dediypt®eceived transaction
and extracts a TIC code. The server verifies the TIC sent byigke by com-
paring it to its stored list of TICs in the user account infation at the server
database. If both TICs matched, it cancels the used TIC fterdadtabase and
goes to the next step. If no TIC matched with the database ttieeauthenti-
cation server will deny any further user transaction andsimait an appropriate
error message to the user.

9. If TIC authentication is successful, a authorizatiorveewill generate a text
SMS and send to the SMS Gateway/Adapter to transmit it ovecdtiular net-
work. Cellular network uses SMSC as a backbone device of ¢h&ark to de-
liver a SMS to the user cell phone. The user will acknowledygthé server to
verify his/her web transaction.

10. The user will confirm his/her initiated transaction bylygng a SMS with
“YES”, or deny it by choosing “NO”, by sending a confirmatioMS.

In the above module all the transactions from client to seoverice versa are
strictly in an encrypted format. An Encryption and decrgptimodule is installed
on the users cell phone/PDA and on server side environmeredter, unlike SET,
at no stage does the user have to supply personal informatithe merchant. The
cryptography module is discussed in more detail in next gghian.

4.2 Cryptography and Key Management

The most effective solution for secure communication oveeless networks is
to employ an end-to-end security approach. End to end $gaan be achieved
with the help of strong cryptography techniques. Public &egryption techniques
is very popular encryption method and used in many apptinaieas like applica-
tion data security, operating systems security, netwockisy and Digital Rights
Management (DRM) are some examples. Internet Engineeasy Force (IETF)
is an organization formed to decide standards for Intemetaobile platforms for
cellular network environment. Public Key InfrastructuieK() is also widely ac-
cepted in cellular network environment to make secure comication in wireless
networks. As mentioned in [17] public-key encryption negdse computation and
processing time in comparison of symmetric-key encryptidrerefore, public-key
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encryption is not always suitable in large amount of data roomication. How-

ever, public-key encryption is used to exchange a symmiagsicwhich can be later
used for further encryption of data. This approach uses a@uatibn of above two
techniques in encryption and adopted by various securitopols and it is called
hybrid encryption schemes [16, 17, 18].

AES Rijndael Encryption Algorithm has been referred in theposed system
[30, 31]. AES Rijndael algorithm uses iterated block ciplitggroduces output after
multiple transformation of input block and cipher key. I{pports variable-length
block using variable-length keys; a 128, 192, or 256-bit Wdych can be used to
encrypt data blocks that are 128, 192, or 256 bits long. Aleniombinations of
key and block lengths are possible[30, 31]. AES Rijndaebitigm was designed
to have the following characteristics:

e Algorithm is secure against all known attacks
e It perform operations at good speed over huge platformss todlso small

e Design is simple

The AES Rijandael implementation was taken from the Legidth@ Bouncy Cas-
tle cryptographic package [28] which provides a Java impletation for the algo-
rithm.We have used block size of 16 bytes processed withbltA8ys: this proved
to be the best combination for operation on J2ME devices dubéd speed and
memory limitation of such devices [19].

4.2.1 Cipher Key Management

Securing the communication between client and server ipoorary concern. For

this reason we have implemented a hybrid encryption scheesrangreless medium.

As referred to [19], we have used a session-key managemefiiamism where the
encryption / decryption keys are randomly generated foryegtent session. This

mechanism works as follows: the server uses a 128-bit kethé\start of user ses-
sion the server randomly generates one secret key (128dwits)ltores it in the

users specific entry in the database. The server then eathgsession key using
the client’s 128 bit shared secret logic known to the clierd the server. Session
key is transmitted to the client after encryption.

A TIC code is used to encrypt all the transaction details efdlrsstomer before sub-
mission to the server, and then the TIC code itself is ened/ptith a secret key
which is generated by the server and transmitted to the disaraasuccessful lo-
gin.The client decrypts this secret key and uses this futthencrypt the TIC code
before transmission to the server. On server side samet $egrés stored which
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Shared Informa-
tion
AES
User Stored En ted AES
PDA . Pincode
Information

Fig. 3 Storing of Shared Information on Client Environment

decrypts the TIC code, then matches the TIC code with thei3ICs to the cus-
tomer If this TIC matches with the database then it will betnesed to decrypt the
other transaction details which were encrypted by an idehfiIC at the user end
otherwise transaction would be denied.

Another important issue that must be addressed is seciméngiorage of the shared
secret on the client and server. On the server, this shadtgs stored in the
database, which we have assumed to be secured by the datadnasgement sys-
tem, operating system with secure firewalls and other coenmécurity policies.
Reference [19], also explain that securing the shared tseanrthe client machine
involves big risk since these are small devices that can beestolen. We used
the following mechanism to protect the shared secret onlibiet@nvironment: The
shared secret key is stored in an encrypted format on theghehe/PDA, in the
Keys Java class in the application’s JAR file. As shown in Bighe shared secret
is encrypted by the client’s 128 bits pin code, since AES iregtthat the key length
is 128 bits [19].

In case of the banking application, at the time of subs@ipto the mobile banking
service, it is the responsibility of the service managerrtorgpt the shared secret
with the client’s pin code when the application is distrixitand to store the shared
secret on the mobile phone/PDA.Furthermore, to enhanceeberity of code on
the client, the Java classes in the MIDlet JAR file are obfiestto protect the code
from byte code de-compilers. The obfuscator we used is th®&eard obfuscator
v1.1[29].

In proposed protocol TIC codes are most sensitive data wdniehstored on cell
phone/ PDA. To maintain the security we have proposed thas are stored on the
cell phone/PDA in an encrypted format and password pradegcseshown in Fig. 4.
The user will insert local password of TICs to open the lisTtEs and can select
any TIC from the list to initiate financial transaction. Teilection of TIC automat-
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Fig. 4 TIC Protection at Client Environment

ically decrypts the selected TIC and displays it on the usersen. This selection
will also remove the selected TIC from the list of TICs at otienvironment. Locall
password of TIC is the key for decryption of TIC and known te tiser only. Even
the server at the financial institution is unaware of this kegan be changed at any
moment according to the convenience of the user. The loaaliation and decryp-
tion of TIC is also based on the AES symmetric key algorithiBSAcryptographic
algorithm is best suited for the small devices; it enhanbedoerformance of cryp-
tographic processing speed over small hand held devicesamh®f degrading the
device performance.

However, there are several instances when we require a tsycawthentication. In
the following section we present the protocol for mutuaheutication [14].

5 System for Two Way Authentication

After having analyzed the Secure Electronic TransactidarjSon-line payments
[9, 10, 13] and having taken into consideration the constsadf the wireless in-
frastructure, we developed the secure protocol for WiseResyment, supportive of
one-way authentication in the previous section. In refesao [10], we extend the
protocol to support two-way authentication in the presegtien. In this architec-
ture (Fig. 5) we have considered five major components wittaceroles:

1. User: A user is a valid account holding customer of the bank

2. Customer Agent (CA): A CA is a software module which is rimgron the cus-
tomers mobile device,

3. Merchant Agent (MA): An MA is an online service providerdamerchant web-
site by which users do online purchasing,

4. Customers Bank: This is the bank at which the user has @ &etiount, it also
contains the authentication server necessary to authéntice user,
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Merchant Agent (MA) | 8. Confirmation of Payment Merchant Authenticator
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+ Payment info with Merchant banking info
and Merchant account details. %
Customer Agent * 5. Positive Ack . _| Customer's Bank
(CA) | 6.Secure authentication protocol (figure 2) il (CB)
il 7. Notification of Payment

Fig. 5 Protocol for Wireless Payment: Two Way Authentication System

5. Merchant Bank: This is the bank in which the merchant haalid account, the
merchant Bank is also responsible for authenticating thenaat.

As referred to [10, 14] the two way Authentication protoaahétions when the
Merchant and Customer perform some commerce and Merchaetaes an in-
voice statement for Customer to settle payment and it pegall authentication
process for the other party. To implement the present simewarhave assumed all
the participating financial institutions has business r@mtand bound with legal
terms and conditions to give services to their customegaIrgi5, demonstrates the
step by step flow of the payment transactions.

1. The MA generates an invoice and sends the Merchants gadrippnking infor-
mation and authentication certificate with the invoice dieta the CA.

2. The CA requests for authentication of Merchant to its Baitk the Merchant
bank details, the merchant account details and a Merchéimmtication certifi-
cate provided by the MA.

3. The Customer Bank forwards the Merchant details with titeentication cer-
tificate to the Merchant bank for authentication of the manth

4. The Merchant Bank sends a positive or a negative ackngetadnt to the Cus-
tomer Bank which confirms the validity of the Merchant or iidates the Mer-
chant.

5. In case of validation, the Customers bank sends a Pogi@to the CA and
goes to step 6. If the Merchant certificate is not valid, thet@umer Bank will
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notify the CA with that information. If Customer Bank rece$/a negative or sus-
picious acknowledgement of the Merchant it simply rejeb&suser transaction
with valid security reason.

6. To initiate a payment process, secure web authenticptaiocol will be used to
authenticate the customer. As mentioned in Sect. 4.1, seeei authentication
protocol includes TIC validation and SMS confirmation as & pasecure cus-
tomer authentication.

7. After getting a successful SMS confirmation from the comgtg the Customer
Bank will start transferring of amount to the Merchant Bankl after successful
transfer also generate a payment notification for the MaricBank as well as to
the customer with the required transaction detail.

8. As afinal step Merchant bank will send a confirmation of #xeived payment
from the customer to the MA with relevant details, such asic® number, cus-
tomer id and amount received. So that, the Merchant can stlihe purchased
goods to the customer.

Protocol for secure web authentication secures the finemnaresactions between
customer and customers Bank and preserves customers ctiafidiata from the
third party. As referred to [10] we also do not route paymesri$action data via the
MA. As a result, the security of the system is less susceptiblattack. Customer
payment information and personal data are no longer avaitatthe merchant di-
rectly and thus those details cannot be altered by the metrcha

In the next sub section we have presented complete traosdictiv of the protocol,
which is presented in the form of sequence diagrams. Thaadsdare required in
order to perform a complete threat analysis of the propogsigs.

5.1 Transaction Flow of Protocol

There are four sequence diagrams to demonstrate the steppbiransaction flow
of the proposed system. We have considered five major compoiredescribing
transaction flow of proposed system:

Customer Agent (CA)

Customer Bank (CB)

Customer Bank Authentication Server (CBAS)
Merchant Bank (MB)

Merchant Agent (MA)

arwbdE
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CA CB CBAS MB MA

1. Visit Merchant website & select goodd to purchase ahd
choose payment option

2. Invoice detaild & banking info with cdrtificate info off merchant
services

3. Hitp request to
Bank website |

4. Display securg

login page
5. Login using 6. Forward user
userid & secret | datafaor
password | authentication
2 Welcome 7. Authentication

success generate

message with
g _session key

session key

Fig. 6 First Authentication of User to the Bank

5.1.1 First Authentication of User to the Bank Authentication Server

1.

The user (CA) visits the website of the merchant to purelpmds online and
chooses a payment option from the website.

The merchant web server (MA) generates invoice detadgta® merchant bank
information with the merchant authorization certificatel aends to the CA in
an encrypted format. We have discussed an encryption/piganytechnique in
Sect. 4.2. The same technique is useful to transmit meratetificate infor-

mation in an encrypted manner so that no one but CA can use ihéochant

authentication. Note that cell phone has standard enonyfdicryption capabil-
ities to access and transfer data over the wireless cetietavorks.

. The user (CA) generates http request to their bank weleistrinitiate payment

transaction.

. The CB web server displays secure login page to logon owélieserver.

. The user can login using their user id and secret passwmwarkto them. Be-

fore transmitting users login details from client to sertray will be encrypted
using public key cryptography which is implemented on basier by standard
security mechanism. For more information on the public kgyptography refer
to [16, 14].

. The user details will be forwarded to the bank authentinagerver. Note that to

maintain strong security mechanism we have recommendethtnbank should
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9. Sends details of

merchant authentication
with merchant cerificate
and merchant banking |15 g forwards o

: nerchant
info.

details with valid merchant
certificate info fpr
authentication

¥

11. ACK from|MB
12. Merchant (Positive | Negative ACK])
Authorization results
{Positive / Negative
ACK)

&

-+

Fig. 7 Two Way Authentication

7.

10.

maintain separate authentication server.

At authentication server users login data will be de@gi@nd matched with the
secure database records of the customer. On success iageEnemdom session
key which will be encrypted by shared secret logic as mertian Sect. 4.2.

. The customer bank (CB) will send general textual welcoraesage and session

id to track the user session with the secret session keyvest&iom CBAS to
the user (CA). If the user authentication fails then it seindalid login message
to the user.

After successful login two way authentications take placenantioned in Sect.
5.1.2.

5.1.2 Two Way Authentication - Authentication of Merchant to the
Customer

. The user (CA) will send the request to the users bank fochaert authentication

before making payment to MB. The CA will forward received ofaant details
to authenticate the merchant.

Here we have assumed that the customer banks (CBs) antketichant banks
(MBs) have business model and they are linked to each otlikeiting legal terms
and conditions with standard policies decided by their fess$ organizations.
So, the CB will make a request to the merchant’s bank to atitteta the mer-
chant. Each merchant has legal authorization certificatehwias been issued by
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CA CB CBAS MB MA

13. Mode of
payment

14. Display simple
entry form for
transaction
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form by inserting
transaction details

16. Send TIC
* 47.TIC
Authentication -
19. Send ACK of 18. TIC
transaction with Authentication
msg. for SMS or _ Success

_deny the transaction [

Fig. 8 Second Authentication of User to the Bank

their banks or some centralized financial institutions tihanticate the merchant
services.

11. The MB will acknowledge a request for the merchant autbation after match-
ing details of merchant provided by the CB. Acknowledgenmeay be positive
or negative depending on the validity of the merchant ceaiié.

12. The CB will forward the received acknowledgement of tlerchant authentica-
tion to the user (CA). Note that if MB would provide negativakaowledgement
then the CB simply terminates the user transaction witlthssdcurity reason and
if CB receives positive acknowledge from the MB then it isuased that the
merchant is valid and user can go forward to make payment.

To initiate payment it will run multifactor secure web autiieation protocol as
mentioned in Fig. 1 and Fig. 2. Detailed explanation of tlamsaction flows of
this protocol is mentioned in Sect. 5.1.3.

5.1.3 Second Authentication of User to the Bank Authenticabn Server
13. The user (CA) will select the mode of payment to make payntéere we have

considered three basic modes of payment: Electronic TegnSfedit Card or
Debit Card.
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14.

15.

16.

17.

18.

19.

Selection of payment method generates an entry formapitinopriate fields.

The user will fill the details of transaction by filling gite entries like amount,
account number to which amount has to be transferred, iétiser merchant pay-
ment it automatically selects invoice number and other heart details which
was given by the merchant.

The user (CA) will insert the TIC code by opening the ISTICs stored at client
environment. Note that:

e The TICs are stored on the cell phone/PDA in an encrypteddbend pass-
word protected.

e The user will insert local password of TICs to open the lisTtEs and can
select any TIC from the list.

e This selection of TIC automatically decrypts the selectéd dnd displays it
on the user’s screen. This selection will also remove thecsed TIC from the
list of TICs at client environment.

e Local password of TICs is a key for decryption of TIC and kndaithe user
only, even server at financial institution is unaware of Kag.

e Transmission of TIC from CA to CB is strictly in an encryptesimhat as re-
ferred to Sect. 4.2.

The bank server will forward the received TIC to the CBASTIC authentica-
tion and CBAS decrypts the received encrypted TIC to match it8 database.

The CBAS server will match the received TIC with the assilist of TICs to
the user. If the match succeeds it delete the used TIC frodatabase and send
message to the CB server. On unsuccessful match it sendd desgsage to the
bank server.

If a received TIC matches with the assigned list of TIC$h® user, the bank
server generates acknowledgement to the user with messagsttfor a SMS.
If TIC does not match with the users assigned list of TICs tliefenies the
current transaction and sends a message to the user thegidtian is cancelled
because of invalid TIC.

After successful match of the TIC the user is free to closectireent user ses-
sion or make new financial transaction. The next step is SMffircwation, the
authentication server will generate a SMS destined to tlee as discussed in
Sect. 5.1.4.
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Fig. 9 Third Authentication of User to the Bank by SMS Confirmation

20.

21.

22.

23.

24.

25.

5.1.4 Third Authentication of the user and transaction by SMS
confirmation to the Bank Authentication Server

The CBAS will send a SMS with transaction details for thefemation of trans-
action by the user.

The user will reply to SMS by choosing “YES” or “NO”. A SM&ply “YES”
means user is valid and confirming their transaction. A SMB/reNO” means
user is denying their transaction.

If the bank authentication server receives “YES” frora tiser's SMS confir-
mation, it generates a notification of payment to the usercanamits the users
transaction.

The bank server will also send a notification of paymeriéoMB with invoice
number and other required customer information.

The MB is responsible for sending notification of paymesteived from the
customer to the merchant. Notification includes detailsayfnpent like invoice
number and other required customer information.

If the CBAS receives “NO” from user's SMS, it immediatebfls back the cur-
rent user transaction and sends a notification of canamilati transaction to the
CA.

Communication between the Customer Bank and the Merchark Balso on-

line exchange of data which involves risk of many types oarimtt based attacks.
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In order to make secure communication between the two besimetities we must
maintain secure channel with strong security credentftiough in present sce-
nario organizations are actively participating in implertagion of security to pro-
tect their B2B communication, also organizations are vengimaware of time to
time improvement of their security system to protect theinfaentiality. A sug-
gested protocol in Sect. 4.1 can also be implemented in B2Braaication but
without SMS confirmation module. If the business units use dddes as a special
one-time token to uniquely authenticate their every mutaasaction, they will get
more secure financial transaction over the existing onek Banvers have strong
processing unit and large storage capabilities, so thare restriction to maintain
TICs in their database. It is recommended that banks shagdeparate TIC for-
mat to authenticate their B2B transactions. When bank teifiand transfer to other
bank it will insert TIC code as a one time token in their trartigans and encrypt the
complete financial details and transmit it to the server béobanking unit. At the
server side it decrypts the received transaction and cagplhe TIC with the stored
TICs in their database corresponding to bank branch whiaied the transaction.
On each successful transaction both the business unitavitiel the used TIC from
their database. Business organizations can easily imjpletinis protocol with their
existing infrastructure without replacing any of their stkig security models and
use existing encryption/decryption techniques which theye been using so far in
their mutual communication, only addition of one field foICT¢ode is required to
implement the proposed system. There is no SMS confirmagquired because
it is not feasible to implement in B2B communication, as waslthere are very
less chances of fraud or unauthorized access to the busiaesBusiness units are
generally trusted parties and bound in legal terms and tondiof association of
financial authority.

The two-way authentication protocol addresses severalcimings of the SET :

e Data that is vital for the user is never available to the mantin an unencrypted
manner and merchant will not have access to any customefisieotial infor-
mation.

e Secure Credit Card based transaction supported over SHY. @adit Card
owner can initiate transaction, if any unauthorized pergains access to your
Credit Card information and try to initiate transaction twitour Credit Card
number then this protocol will deny this transaction beeallC authentication
and SMS confirmation would not be present in fraudulent aatien.

e Set supports only card based financial transactions bug tisis protocol users
are free to make direct account based fund transfer usirgirfec Transfer.

Protocol is secure from various internet based attacks Bodoaotects users from
unauthorized access if they lost their cell phone or theimghis stolen. The detail
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security analysis of the system is mentioned in Sect. 7.

The actual implementation requires elaboration of someipéechnologies which
are discussed in the next section.

6 Implementation Issues

J2ME is the preferred development platform the portabdityyava code, the Java
phone can process data locally which reduces the netwdfi ti@nd the capability
to establish a new security policy on the client that will gqpted only sensitive
data rather than encrypting complete transaction datésdtraakes effective power
utilization in limited power devices [23]. Also, J2ME mobiinformation device
applications (MIDlets) can make use of, the WAP to performlRThetwork con-
nection, without requiring TCP/IP [19]. J2ME provides adide solution to the
traditional security gap in the WAP gateway. The securify igadue to the security
protocol conversion mechanism ; the security gap is betwgaR gateway with
the secure sockets layer (SSL) encryption and the WAP \gisetansport layer se-
curity (WTLS) encryption protocols. Due to this protocol gersion data would be
available in an unencrypted format during the switchingcpes of protocols, which
increases the risks to the confidentiality of data in thewayq19, 14, 22].

6.1 J2ME Overview

J2ME provides the ability of servers to accept a new set ehtdi cell phones,
two-way pagers, and palmtops. These devices can be progrdraging the mo-
bile information device profile (MIDP), a set of Java APIs alhitogether with the
connected limited device configuration (CLDC) provide a ptete Java runtime
environment [23, 33]. The J2ME supports many powerful feztwf the Java pro-
gramming language as a light-weight virtual machine (KVMf) also provides a
secure and easy execution environment for mobile devi&s [2

6.2 Simulation

Our simulation of client applications have used Sun J2MEeWss Toolkit con-
sisting of build tools, utilities and a device emulator. lK@includes the standard
APIs like Limited Device Configuration (CLDC), Mobile Inforation Device Pro-
file (MIDP), Wireless Messaging APl (WMA), PDA Optional Pages for the
J2ME Platform, J2ME Web Services Specification etc. Theemitbation server
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is based on J2EE technology with web server Apache Tomcatlatathase Oracle
9i with Jserver capabilities.

6.2.1 Session Management

Various strategies have been developed to track clieniogessn HTTP,a stateless
protocol; the most popular of these are the use of cookiedJ&idrewriting [19].
The Java Servlet API are used to create the HttpSessiontpljgich maintain ses-
sion for each user at web server. We have used cookies tofeamoh user sessions.
To group HTTP request or response in a current active sessaokie interchange
mechanism is used. Each MIDlet client request to the weleseplicitly contains
a session cookie back. Server creates a new session usihfftfi&ession object,
it sends the JSESSIONID cookie in the "SET-COOKIE” respdmsader. The MI-
Dlet client uses getHeaderField method on the HitpConmecibject to extract the
coookie, and use it further with the every HTTP request tqokieack on session
[19].

The initial setup of the cell phone/ PDA to connect with thalbfinancial server in-
cludes the Customer Agent (CA) installation with sharedetd@y. Once a phone is
active to connect to the server user can store the TIC cotiesbdnk authority is re-
sponsible for TIC codes generation at the financial instituserver and distribution
of TICs to the customer and encryption of TICs before stothem on the client
environment. TIC codes are pseudo random codes and can &eaghwith pseudo
random number generation algorithm as mentioned in [2012]L,TIC generation
logic is strictly confidential at the web authenticationvegrand we are assuming
that the banks will update TIC generation data regularly tameé to time improve
TIC generation algorithms to maintain confidentiality. tdssgemand for TICs as per
their requirement as suggested in Sects. 3.1 and 4.1. Theragd person of the
financial institution is responsible for the distributiohTdCs to the user cell phone
via simple data cable and distribution process includestiweyption of TICs for
security reasons. At server side, we have assumed that TéCtaed in database
and there is a strong security of Database management sggipported by Oracle
9i) and operating system with secure firewalls to protecteseside data.

The small cost analysis of the proposed system shows thdérmnemtation of
this protocol will not increase expenses of users signifigaifhis protocol can
be easily implemented and executed on the current expehaeged by financial
institution to the users to perform online payments or withywess addition to the
current charge of online payment. Basically, cost modehefguggested protocol
depends mostly on the policies that financial instituticshgge for implementing this
protocol. Implementation does not require many infrastmecchange or wireless
protocol modifications so it will not put extra cost to the fig@l institutions or
wireless network service providers.
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7 Analysis of Various Internet Threats

The proposed protocol is capable of handling various irtettireats like phishing,
loss of cell phone etc. In this section we present a detaif@dlyais of our system
under various threats. In each case we analyze the infaymtktat an attacker may
have and the specific points in the protocol where the attae&eld fail to proceed
with a fraudulent transaction.

7.1 Security against Phishing

Phishing fraud has become a popular technique for useritgeheft. Phishers
fraudulently acquire sensitive information of users sushpasswords and credit
card details to gain unauthorized access to the user’s emtiféd financial data and
perform illegal transfer of funds. Phishing is generallyrieal out using email or an
instant message or via phone contact.Once this informetiacquired, the phishers
may use a person’s details to create fake accounts in a \8ateme, ruin a victim’s
credit, or even prevent victims from accessing their owroaaots.

The protocol proposed in this paper is secure against plyshitacks. A multi-
factor secure protocol for user authentication has capahil secure the user data
and maintain integrity, confidentiality and access corfiamin malware access. To
understand the origin of this security we have consideréaibscenarios.

7.1.1 If Phishers fraudulently acquires user id and secret @assword

This is a general scenario of phishing attacks by which ttaelér gets secret pass-
word of the user account and falsely accesses the user adcoperform illegal
transfer of fund. The proposed protocol shows that in thegarecase our protocol
protects the users account and private data. The attackédwot be able to per-
form any illegal action, because of:

1. Figure 6 shows the first authentication of the user. As ioeetl in step 5 of Fig.
6, the user has to produce login id and secret password to logdank server.
If phisher fraudulently acquires the users account pagsthan he successfully
achieves the authentication of step 5 and subsequentl$ sségp 7 and step 8 of
Fig. 6. If organizations would rely on only user name and pwasd authentica-
tion then any unauthorized person can easily acquires titeatof user financial
account by means of some phishing attack. To avoid thistsitusve have pro-
posed additional authentication system - The TIC veriftcatind authentication
to protect users accounts from various phishing attacks.



A Multifactor Secure Authentication System For Wireless Payme 25

2. In reference to Fig. 8 which shows the Second authentitaif the user, any
transaction trying to access user account has to producegneaealid TIC code
to the web authentication server according to steps 16 araf Eig. 4. At step
17 the authentication server would deny the falsely goiagdaction if it does
not find a valid TIC code from the user.

3. TIC codes are secret codes issued to valid account hatahetsTICs are not
publicly accessible. It is a one time code for each onlinedaation and it is
randomly generated in nature so any phisher can not guesexthdIC code of
user account.

7.1.2 Transmission of TICs over insecure channel

In Fig. 8, step 16 shows that a TIC code transmission from $keescell phone/PDA
to the web authentication server is strongly in encryptechéd. So, it would not be
easy for phishing attackers to decrypt a TIC code to accesagérs private infor-
mation. Encryption techniques are discussed in more dat&iéct. 4.2. Moreover,
one TIC is used only once and then discarded.

7.1.3 If Phisher fraudulently acquire users secret passwarand also one TIC
code by some Phishing technique

This is an extreme scenario of phishing attack in the presgsiem by which at-
tacker gets the secret password of the user account with iiheodde and falsely
accesses user account to perform illegal transfer of fuhig. @rotocol is safe in this
extreme situation and protects users confidentiality.

1. There is another major security factor of the presentetbpol to protect users
from this extremely vulnerable condition. The system isusedn this condition
by multifactor authentication technique as mentionedep &0 of Fig. 9.

2. In Fig. 9 of Sect. 5 shows third authentication of the usethe bank by SMS
confirmation. A SMS confirmation is a next factor which saves tiser infor-
mation from malicious access of unauthorized users in ttiremme situation. At
step 21 in Fig. 9 by replying “NO” to SMS confirmation the usanaeny unau-
thorized access of account and take necessary action ofjicigaof passwords
and secure their confidential information from attackers.

3. The TIC codes are pseudo random in nature so, if phishiagkatr gets one TIC
code sample by some phishing technique, the phisher carenetate next TIC
code because TIC generation logic is strictly confidentialeb authentication
server and we have assumed that banks and financial irmtisLaire responsible
for time to time updating of TIC generation data and upgragdih TIC genera-
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tion algorithms.

4. If the user is getting continuous SMSs for web transaatmmfirmations which
have not been initiated by them, the user can notify to th& lbafinancial insti-
tution and get replacement of all previously issued TIC sddehe user.

7.2 Security against virus attack on cell phones and PDAs

Mobile wireless devices, like cell phones and PDAs, are aignerable to hack-
ers and viruses. Popular viruses “Cabir” and “CommWaridrcould scan users
address book and phone numbers and transmit from mobileegheanmd BlackBer-
rys by using Bluetooth or via messages services without ti@vledge of user
[25, 26, 27].

The proposed system is secure against mobile device virackaton the users cell
phone. The system is secure from the various virus attackisebfpllowing points:

1. The users always carry their cell phone with them so a SMfiirazation will
not be present in case of malicious transaction raised byaaythorized user,
who has gained access to the users confidential data thrawghattacks.

2. The TICs are stored in an encrypted format and passwotdgteal, so the per-
son who has gained information illegally will still be unatib decrypt the TICs
and virus attacks would not be able to disturb the users data.

3. It is always recommended that to prevent inadvertentlyrdoading a mobile
device virus through a Bluetooth connection, check the sepermissions on
your Bluetooth settings and turn off user devices Bluetamhnection when
they are not using it. The users can also use antivirus sadtam some mobile
platforms to protect themselves from viruses.

7.3 User Session Hijacking

An attack in which all users activities or operations areselg monitored by using
malicious software (“malware”) is known as user sessioadking. Session hijack-
ing malware can be reside users local computer, or remotaréisfia “man-in-the-
middle” attack. To overcome this threat proposed secur®pobprovides security
at the following steps:
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1.

In Fig. 6 first authentication of the user to the bank, aftercessful completion
of step 5 and 6 authentication server creates a session iértsomed in step 7
and 8 of Fig. 6. This session key would be transferred to tkeinsan encrypted
manner to create a secure session. Further Http requestsuer should use
session id to make request to the server. If the server exeivauthorized Http
request which does not contain the session id generated theit the service
would be rejected.

. The TIC codes are pseudo randomly generated by confitlafgiithm; it is

a complicated code which can not be easily predicted by argope The TIC
codes, which are one time code for each transaction, arelbemdy the web
authentication server from the database after each sdiccgassaction. So, if a
man in the middle attacks on the user session to monitor useitis then he
will get a TIC that has already been cancelled.

. Sensitive and confidential transaction information wobé encrypted before

transmission over the channel. As mentioned at step 16 in&igIC trans-
mission over the user session is also in strongly encryptetidt and secret
encryption key is uniquely generated by the web authemicaterver as shown
at step 7 and 8 of Fig. 6.

. We have used 128-bit shared secret logic between serdesliant to transmit

unique secret key to the client on every login. So, there ise®al to transmit this
shared logic over the insecure medium since it is known dt bots.

. Another factor of security is a SMS confirmation as mergim Fig. 9. A SMS

does not route on the same channel which has been used ie adintransac-
tion. A SMS uses control channels over cellular networksu8ity of the system
also depends on the security of the messages sent by SM$) areiencrypted
with A5/3 Algorithm [15].

7.4 Cell phone/PDA theft

A major drawback of handheld devices is that they can be lostaden. If user's
phone is lost or stolen, the user can suspend their wireégsgs to protect them-
selves against unauthorized access and charges. Howtéseniirely possible that
an unauthorized person may try to initiate a transactioh leist/stolen cell phone.
This protocol protects the user from this contingency dubedollowing reasons.

1. Due to above reason we assume people lose their mobileghitrey are typi-

cally reported lost and deactivated. Once deactivated,skewill no longer be
able to receive SMS messages destined for user.
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2. Another important issue of security is that if some perisas stolen users cell
phone/PDA then that thief does not know the local passwostared TICs of
users cell phone/PDA. If the users bank account passworbisrk to thief still
he/she can not misuse the users account because thief hasass & the TIC
codes which are stored in an encrypted format with passwategtion.

3. If the users cell phone/PDA is lost or stolen it is stronglgommended that the
user should take necessary action of deactivation and makediate request to
the bank for cancellation of the entire issued TICs to the.use

In addition to the above scenarios we have also considem@ sases which
should be addressed in real implementations to maintairetiability of the system.

7.5 Issues

We have considered below scenarios to address the varguesisf real implemen-
tation of the system:

7.5.1 If merchant has generated invoice details and customdid not transfer
the payment or merchant bank did not receive the payment

Our background study shows that SET protocol is a populatopob for online
payment. Our proposed work also shows that this protocobeagxtended for the
wireless networks and mobile devices. We referred SETeglyawvhich is also ap-
plicable to this proposed system.

The bank confirms the successful completion of the transadiy sending them
a reference/transaction number for audit purposes. At titead the day, it also
sends each merchant a database of the transactions whittahsgired during the
day [10, 12]. The merchant would verify a received paymeaoinfithe customers
everyday and dispatch the purchased goods after transfell pyment from the
customer including taxes and shipping costs.

7.5.2 If Customer has transferred the payment and customerid not receive
the purchased goods

Another important issue is after transfer of payment if costr did not receive
the purchased goods. To avoid the possible of this case weusad the two way
authentication protocol as mentioned in Fig. 7, which antilcates the merchant
and their services. Merchant authentication shows thatmaet is valid and bound
in legal terms and conditions of association to banking@itihand it is secure for
customer to do commerce with authorized merchant.
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7.5.3 If cell phone has been stolen, how stored passwords aecured on hand
held devices

If the cell phone has been stolen and the thief tries to briealsécurity password
of TICs then the thief would not be able to easily break theiggcpassword be-
cause itis restricted by J2ME security model. The classdpadCLDC is a built-in
“bootstrap” , we can not replace or override or change cordignn of class loader.
The user define class loaders can be eliminated by “Sandlmaxirity model re-
strictions [32].

When a MIDlet needs to store persistent information, it casmnesw record store.
All the persistent storages are shared by all Midlets itesiabn the device, the
TIC's are stored in an encrypted format with the secret keynkmto the user which
is the password of TIC’s. A secret shared logic is also staféer encryption as
mentioned in Sect. 4.2. This secret logic is stored in MIRlkger encryption with
pin code which is protected by the MIDlet security featutasMIDP 2.0 a MIDlet
suite can save data in a persistent storage area. The storage J2ME CLDC is
the record store. Each MIDlet suite can have one or more destores; these are
stored on the persistent storage of the device. A MIDletsticted by one protec-
tion domain defined by AMS (Application Management Softydoeauthenticate
the origin of a MIDlet: The authenticated MIDlet is qualified trusted, otherwise,
it will be qualified as mistrusted. So, un-trusted appli@asi require that sensitive
APIs can only be accessed through user permission.

7.5.4 If SMS is delayed or destroyed due to network congestion

While it is expected that to implement a functional m-commaesgstem it is a fun-
damental requirement that we have a fast and congestiocdreectivity of wire-
less cellular network, we still consider the scenario of aS3béing lost. In order to
address this extreme situation we have implemented ussioedge time till TIC
verification and successful ACK from the bank.

The user session starts after successful login using ugesisivord and user can
logout to terminate the session after TIC validation andragetting an ACK from
the bank. A SMS uses a different channel of cellular netwsokthere is no need to
maintain the user session till the SMS confirmation. The karikentication server
notifies the user via SMS regarding the confirmation of payntr@amsfer. If SMS
is delayed and bank authentication server did not receiyeSMS confirmation
response in the pre-decided time interval, then the bartkeatitation server will
resend a SMS to the customer for the confirmation of the pgrndamsaction. It is
entirely possible that the bank will receive more than oreawledgement for the
same transaction. In this case it simply rejects the duglicae. If the acknowl-
edgement does not come through after a specified length ef tinafter a specified
number of SMS has been sent, then the authentication seodd wssume that the
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user is not interested in the transaction and would roll hihekactions taken with
respect to that transaction.

8 Advantages

Major advantages of the proposed protocols are:
1. Itimplements Multifactor Authentication in existingailable infrastructure and
wireless protocols.

2. Privacy at every point over the insecure network. Systeaintains end to end
security in communication.

3. It supports mutual authentication to authenticate butiptarties.

4. No need of any customization or modification to the exgstietwork protocols.
5. Hybrid Encryption is used to protect data over insecusnokl.

6. Protection against lost or stolen devices.

7. System is secure against unauthorized use of Credit CArdgides safeguard
over the existing card based payment system.

8. Protocol is secure against the man-in-the-middle attack

9. Business units can also adopt this protocol to secure B28 communication
with very slight modification to this protocol.

10. Application layer security solution for wireless payrhgystem, with the existing
network and physical layer security.

9 Conclusion

Enterprises are increasingly taking advantage of wiralesaorks to expand their
business and make mode of payment easy and reachable taiseeriHowever, fi-

nancial transactions over these networks are vulnerabkrtous type of frauds and
attacks which introduce significant security concernseeisly as enterprises must
not only authenticate their customers and transactiortsnliost also implement a
mechanism for authentication of merchant or business argton. To address this
requirement we have introduced the application level sgcsolution, secure web

authentication protocol is a multifactor authenticatiootpcol. Protocol is extended



A Multifactor Secure Authentication System For Wireless Payme 31

as a Two Way Authentication to support mutual authenticaéiod also suggested
that same solution can also be implemented to secure B2B caiation with very
small modification to the protocol. Proposed system is &eagainst internet based
attacks. It is also secure in case of lost or theft of mobiwsads. The protocol can
be implemented within limited resources of a Java MIDP dewidthout any modi-
fication to the existing communication protocols or wirslegtwork infrastructure.
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