
SINGLE ERROR CORRECTING CODE
MAXIMIZES MEMORY SYSTEM
EFFICIENCY

W.hen applied to memory systems, derived algorithm generates a
single error correcting code with a maximum partial double error
detection capability for increased protective redundancy.
Additional double error information is obtained without the need
for an extra check bit and at minimal hardware cost
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Jf eliable memory systems can be designed either by
using highly reliable but expensive components or by
employing inexpensive protective redundancy in terms
of a single error correcting code that uses redundant
check bits. The degree of reliability ean be increased if
this protective redundancy matches the failure mode of
the memory system, Presently, use of semiconductor
memory is increasing because of lower cost, higher
speed, higher density, and better long-term reliability
compared with core memories. Semiconductor read-
write memory chips are available in n-word x I-bit con-
figurations (where n = 256 through 16,384 words) . For
memory systems built with these chips, a single-bit fail-
ure in a word is more probable than a multiple-bit fail-
ure, Therefore, a single error correcting code is quite
effective in increasing system reliability.l,2'3

For memory systems in need of increased reliability,
a single error correcting and double error detecting
(src-onl) code can be incorporated. This code needs
an additional check bit to indicate overall parity.3
Double error information, when detected, can be de-
signed to interrupt the computer which, in turn, can
display the failure mode.

Inherently, a single error correcting code has the po-
tential of partial double error detection. 

'Without 
using

an extra check bit, as necessary in a SEC-DED code, a

modified sec code is capable of detecting an appreciable
percentage of total double error possibilities. ,Since varia-
tion exists in the amount of double error detection, to
maximize memory system effieiency, an algorithm-
called a single error correcting and partial double error
detecting (snc-eteo) code ,has been evolved that gen.
erates a code for correcting all single errors and detect-
ing a maximum number out of the total possible double
errors.

This spc-pom code requires only as many check bits
as are needed in the ssc code, while approaching the
reliability of the sEC-DED code. Moreover, extra hard-
ware for the implementation of the sEC-rDED code is
minimal.

Background

To correct a single-bit error, information in the form of
check bits is required to address the bit in error. As check
bits are equally prone to failure, they are required to
address themselves also" in case of error. Absence of
error should indicate a null selection. For a computer
memory system with a specified word length, the num-
ber of check bits needed for an sEC code can be deter-
mined by the Hamming relationship.s For example, for

i :
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a l6,bit computer, five check bits are needed. Thus,
16 + 5 or 2I bits are required for addressing and for
indicating a no-error condition. This is commonly re
ferred to as a 2I, 16 code. A src-trl code for a 16-bil
computer needs one more check bit to indicate overall
parity, thus increasing the total bit length to 22.

I[rith five check bits in a sBc code, 25 or 32 difierent
bit patterns (calted syndrome patterns or srs) can be
formed. Again, the all-0 bit pattern normally represents
the no-error condition. Of the rem4ining 3l ses, 2I arc
associated with the required 21 adtlress bits (data plus

eheck bits), leaving l0 unused patterns. The possible

utilization of these unused sps in the sEc code initiated
an investigation from which the SEc-PDED code evolved.

In a 21-bit memory, if 2-bit failures are considered,
there will be 210 distinct double error possibilities, cal-
culated as follows. The first bit can form 20 difierent
pairs with the remaining 20 bits, the second bit can
form 19 difierent pairs, and so on' By adding the pairs
(20 + 19 + lB + . . .  + 1) '  a  sum of  210 is  obta ined'
Therefore, whenever a double error occurs, such that
the modqlo-2 addition of the two vector patterns cor-
responding to the two bits in error results in one of
the l0 unused srs, that double error can be detected.

This derived algorithm generates a class of ssc-plun
codes with maximum roro capability. Given the num-
ber of data and check bits, this algorithm directly

constructs the associated srs (called parity check ma'
trices or ncnts). Since it is possible to have a class of
pcMs with the same maximum pnno capability, the al-
gorithm is also capable of generating all the eclrs.

The probability of errors remaining undetected can

be reduced greatly by combining the single error correc-
tion process with the detection of a large perceptage of

double errors. Extra hardware negded to achieve this

capability is minimal when compared with that needgd

for a src-Hamming code. For example, for a 21, 16

sEc-PDED code, only one extra l0'input NAND gale is

needed. The 10 unused outputs (active low) of the sp

decoder. in this case, are fed to the extra NAND gate,

which is activated in the presence o{ any detectable
double error.

As the cost per bit of memory is steadily decreasing,
the trend of employing a sEc or a sEc-DED code in mem'

ory systems is gradually increasing to provide better

system reliability. The plrn capability of a ssc-pnrl

code with a long word length is very |righ, eg, 72.96%

for a 7I,64 code. Thus, a memory system using a 71-bit

word length employing sEC-PDED code can benefit from

the advantage of haying more than 72% oL possible

double errors detected without the requirement of an

extra r-nemory bit.

Single Error Correcting Code

A src code is genefated by appending certain parity

check bits to the data bits. These check bits are gen'

erated with the help of the parity check matrix of the
src code, Whenever there is a single error, the check

bits will indicate the position of the bit in errorl more'

over, they will indicate a no-error condition by an all-0
pattern.
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Assume that d is the number o{ data bits and m is
number of check bits; then the check bits must describe
d * m * I difierent bit patterns. Thus

2 - > d * m * 1  ( f )

Eq (1) is the well-known Hamming relationship.s
For 16 data bits (d), the number of check bits (m) is
5 from the equation.

Mqthemqticol Represenlotion

Assume tlat vector v is a coded message of order n
(ie. d * m) and H is a parity check matrix of order
m x n: then

vHr = 0 Q')

where Hr is the transpose of the H-matrix.a If the
H-matrix is represented as

htt ht, h*

hn h"" ho

hrt h", h*

then Hr is

hrt ho h".

ho h* h*

hrr ho hs

More clearly, if v is equal to &b d2t . . ,7 a,i1 . . . oa;

where al, &2t , . ,t 3.i, . , .7 an correspond to each bit

position value of the codpd message, and the elemerlt in

row i and column j of H is denoted by hu, Eq (2)

implies:

? a: hrr = 0 for all i values (3)

l

This equation generates the generalized parity check

bits. For each row of H, the number of Is in v corre'
sponding to the number of ls in that row (the o'dot

produoll' of v and each row of H) will be an even value.
For example, assume that u = code veotor of order n,

D t z l q 5 6 T g g l o t t  1 2 t 3 t 4 t 5 t G  c t  z l + 5

o o o o o 0 o 0 0 0 0 l  |  |  |  I  1 0 0 0 0
0 0 0 0 r r r l  l l  1 0 0 0 0 0  0 1 0 0 0
o r  r r 0 0 0 r l l  1 0 0 0 1  |  0 0 1 0 0
t o r t o t t 0 0 l  l 0 l  1 0 0  0 0 0 1 0
t r o r  r o l o l 0 l  l 0  l 0 l  0 0 0 0 1

Fig 1 Parity check matrix for single error cor-
rect ing code with 16 data (D) bits and f ive
check (C) bits. Each column (9 to S') fepre-
sents the syndrome pattern (SP) associated with
corresponding data and check bits

S3
S4
Sb

b'
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r:d e = error vector of order n. If an error occurs,
:,en the resulting code is u * e (modulo-2 addition) "
herefore, the syndrome pattern for u * e is

: P = ( u * e ) H r = u H t * e H r  ( 4 )

:rom Eq (2), uHr : 0; therefore, the resulting syn-
i:ome pattern for Eq (4) is

!? = eHr (5)

-: e corresponds to an error (eg, in bit k), SP : eHr =
:-". ie, the corresponding pattern in parity check ma-
: - i r -H.

Fig 1 shows the pcrr for a 21, 16 snc code. Note from
,:ris pcM that one portion corresponds to data bit posi-
:-ons D1 through D16, and the other to check bit positions
'l: through Cr. Syndrome patterns (Sr through Ss )for
::ris code correspoud to the data plqs check bit positions.
listinct 5-bit columns exist in the PcM, corresponding
:':, each data bit position in the code word (eg, D1 :
-,,'-)0Il). 

The check bit portions of the sps contain a single
1 bit, located in difierent check bit positions. Therefore,
heck bits can be individually generated.

EncodinE and Decoding with PCMs

frro pcu stages of operation occur from the implemen-
:ation point o{ view. First the data word is encodeil
asing the data.portion of the PCM; second the encoded
lata is stored in memory. When reading from memory,
the stored data (information plus check bits) are used
to generate all possible sps for the entire pclt.

From Fig 1 and Eq (3), it Cr through Cr ar€
check bits and D1 through D16 are data bits to be writ-
ten into memory,

G  =  D r r @ D * @ D g @ D ' o @ D ' e

C, = Ds @ Du @ D"@ D'  O Dn@ D'o @ Do

C. = Dze D'  OD. @Ds @ Dn @ D'o @ Dn @ D* @ D*

Cr = Dr @ Dr @ Dn@ Du @ Dt @ D'o O D,'O D'g @ Dr+

Cs = Dr @ D, @ Dn @'Du @ D" O Dn @ Dr, @ D, @ D* @ Dr" (6)

where O represents the logical operation exclusive-on.
Generation of Eq (6) can be explained as follows. If
check bits are generated using the data portion of the
pcM, each check bit will indicate the parity of data bits
for which the pclr has a I in the corresponding column
in the pertinent row. After check bit generationo the en-
coded word will follow Eq (3) by definition.

When reading from memory, if C1/ through C5' are
check bits, D1' through D16' are data bits, and Sr
throqgh S5 are the sP bits generated,

S, = Drr '@ Dr"'@ Dr1 @ D*'O D1o'O C1'

Sr  =  Ds '@ D" 'O D? '@ De 'O D" 'O D,o 'O D, , '@ G'

Ss = Dgf @ D"'@ D.'@ Dr'@ Dr' O Dro'@ D['@ Dru'O Dru'
@ C"'

Sr = 'Dr'@ D"'@ D{'O Do'O Dl @ Dro' @ Drr' S D*' O Dil' @ C1

S" = Dt' O Dr' O Dn' ODu'O D"' O De' @Dr' @ Ds' @ Dr+'
@,D,u' o cu' (7)

In the generation of Eq (7), the se bits indicate the
parity o{ encoded data bits (data plus check bits) for
which the entire pclt (data plus check portion) has a

I in the corresponding position in the pertinent row. A

distinct sp (each column of the rcru) is associated with

each data and check bit. In case of no error, 51 through

Sr will be all 0s; otherwise a specific syndrome patteTn

will be generated corresponding to the bit in error.

SEC Code fixample
Assume that a l6-bit data word is being used with the
pcM of Fig I. The data word to be written into
memory is l11I IIII 1111 1111. From Eq (6) , Cr, C",
Cg, Cn, and Cs = 11110. Therefore, the encoded data
word  i s  1 l1 I  t l l l  I 1 I1  l 1 I1  111 I0 .

Assume that the fourth most significant bit (tlsn) posi-
tion (Dn) of the data word is in error. Hence, the data
word read from memory is: 11IQ 11]I 1l1I 1111 111.I0.
From Eq (7), St, Sz, 33, Sr, and Sr : Q011I. In Fig I,
ihis g"nrruted spcorresponds to the column at the fourth
MSB positiou (Dr). Note that the bit position in error
is easily identified using this approach. In practice, the
€rroneous bit is upually reversed immediately after de'
tection. In binary logic, a bit is either 0 or l; conse'
quently, if a bit is known to be erroneous, ie, it is
detected to have ohanged state, bit reversal will correct
the error.

Single Error Correciing
and Double Error Detecting Code

To construct a single error correcting and double error
detecting (src-nrn) code for increased reliability, one
check bit is added to the number of check bits needed
for a sEc code. Continuing the sEC example, a sixth bit
is added to the five check bits. This additional check
bit checks all the previous positions (data lits plus snc
check bits) using an even parity check.3

In Eq (5), if e corresponds to a double erroro the
sp equals eHt = hr * hr (modulo-2 a{dition); where
bit k and bit I are in error. Fig 2 represpnts the PCM
f.or a 22, 16 src-oro code. By utilizing this ncu, the
check and sp bits can be generated directly without
writing the associated equations. Accordingly, C1 through

S 1

S4
S5

D r  2 s + 5 6 7 8 9 t 0  I t  1 2 t 3 t 4 t 5  1 6

0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1
0 0 0 0 r l l l l l l 0 0 0 0 0
0 l t r 0 0 0 l l l l 0 0 0 l l
r 0  i  |  0  |  1 0 0  |  l 0  I  I  0  0

t l 0 t l 0 l 0 l 0 l l o l 0 l
r r t t l l l l l l l l l l l l

c r  z  I  +  5  e

t 0 0 0 0 0
0 r 0 0 0 0
0 0 r 0 0 0
o 0 0  r  0 0
0 0 0 0 r 0
t t t r t l

Fig 2 Parity check matrix for single error cor-
rect ing and double error detecting code for 16
data (D) bits and six check (C) b{ts. Check bit
Co r€pr€sents pveral l  pari ty bit ,  useful for double
error detection. Each column (S' to Su) repre-
sents S,P assooiated with corresponding data
and check bits

L t t



Cr and 51 through Sr will follow Eq (6) and (7) be-
cause the Fig I rcru is a subset of the Fig 2 pcnr. Extra
bits Co and So are generated as follows.

C e  =  D '  @  D , 0 . . .  @ D , u @  G O  C , O . . .  @  C E (6.a)

S u  =  D r ' Q  D r ' @ . . .  @  D r u ' O  C r ' @  C r ' @ ; . .  @  C s ' O  C o '  O a )

w h e r e  D 1 ,  D 2 , . . . ,  C b  C z r . . . ,  D 1 ' ,  D 2 ' r . . . ,  a n d  C 1 r '
C2, ' . . . ,  C6 'a re  as  de f ined in  Eq (6 )  and (7 ) .

SEC-DED Example
Assume that a l6-bit data word is used with the pcM of
Fig 2. The data word to be written into memory is IllI
1111 l1I1 111I. From Eq (6) and (6a) , Cr, Cr, Ct, Cn,
C5, and Co : 111100. Therefore, the encoded data word
is 1111 1Il1 lI11 I1l1 I1I100. Assume that when the
data word is read, the two usns (D1 and D2) are in
error. Hence, the encoded data read is qgll lIlI lIlI
1 t l l  I I 1100 .

From Eq (7) and (7a), 51, Sz, Su, Sn, Sr, and 56 =
110000. Beeause So : 0 and 51, Sz, Ss, Sr, and 55 are
not equal to 0, a double error is indicated. This obser-
vation can be generalized to cover all three possible error
cases as follows:

51 through So = 0

So:1;  51 through So indi -
cate the corresponding sP

So:0;  51 through Sr l  O

for a src-ort code. For a very large memory system,
saving one memory bit while still almost equaling the
power of double error detection are highly attractive
system characteristics.

SEC-PDED Example
Assume that a 16-bit data word is used with the pcM of
Fis 1. The data word to be written into memory is
IlfI 1f1] l l f l  1111. The src encoded data word is
I1I1 lt l l  1111 tl l l  l l l10, as defined previously.

Case I -Assume that a double error has occurred in
the Drr and C1 positions. Thus, data read from memory
are l11l l l l l  l I01 l l11 q1ll0. From Eq (7), St, 52,
Sr, Sn, and Sr : llIIL This sp is not used in any col-
umn of the ecy of Fig l; henceo it satisfies Eq (9).
Thus. this double error will be detected.

Case 2-'Assrrme that a double error has occurred in
the D1 and D6 positions; therefore, data read from
memory is  0111 101I  1I I I  1 I I I  11I I  I I l10.  From
Eq (7), Sr, Sr, Sr, Su, and Ss :01001. Since this sp
corresponds to the column associated with D5 in the PcM
of Fie l, this double error will not be detected.

From Eq (9), it is clear that to maximize the nDED
capability of a sEc code, the H-matrix pcrvr should be
chosen so that the number of double errors for which
the sp equals one of the columns of the H-matrix is
minimized. In the 21, 16 ssc code [refer to the pcvr in
Fig 1], out of the total oE 25 or 32 sns, 21 distincf
sps are associated with the 16 data bits plus five check
bits. The S-check-bit ses (C1 through Cs) shquld have
column patterns containing a single I bit to avoid inter-
dependence of check bit generation.s The all-0 pattern is
reserved for the no-error condition. For the 16 data bit
positions, any 16 distinct sps will produce a 2I, 16 src
code. There are 32 - 5 - L or 26 Sps from which the
required 16 sps can be chosen. Using a combination
formula, the choice of 16 out of 26 terms generates an
astronomical figure. The term MCry symbolically indicates
sglection of N elements out of M possible elements at a
time when all such distinct combinations are possible.
M is called factorial M and indicates the product term
o f  M  x  (M  -  I )  x  (M  -  2 )  . .  . x  3  x  2  x  l .The re fo re

""- .  = M!
{ M - N ) ! N !

_  l M ( M - r ) ( M - 2 ) . . .  ( M - N +  l ) ( M - N ) ( M - N - 1 )  . . .  ( 3 ) ( 2 ) ( l ) 1 , , ^ ,
-  

t r M - N ) ( M  N  - l ) . . .  ( 3 t l t t l j l l t N i N  - l t ( l t = ) . . .  ( 3 ) ( 2 ) ( l , l  ' r u '

Fig 3 Complement matrix of
pari ty check matrix in Fig 1.
For f ive eheck bits, out of pos-
sible 32 dif ferent SPs, al l-0s

|  ?  3  45  678 9 to  pa t te rn  i s  reserved fo r  no-er -
ror indication. 21 are used in

|  |  I  |  |  |  |  |  |  |  F ig  1  PCM,  and remain ing  10
O0 I |  |  |  |  |  I  I  are presented here. They are
| |  o 0 o 0 I |  |  I  obtained by simply el iminating
r  I  o o  r  I  o o  |  |  2 2 S P s  t h a t a r e  u s e d - f r o m 3 2
0 | 0 r o |  0 r o I  total possible patterns

(I) No error

(2) Single error

(3) Double error

In practice, the double error indication in computer
memory may be used to interrupt the main computer
and to indicate {ailure information.

Single Error Gorrecfing
qnd Pqrfiql Double Error Defecfing Code

If e corresponds to a double error, ie, in bit k and bit 1,
from Eq (5), the resulting

SP = eHr = hr * hr (modulo-2 addition)

Detection of this double error is possible only if

ht *  h ' :  hr  (modulo.2 addi t ion) for  no hr  in H(pcu)

In a snc eode, double errors for which Eq (9) it
valid will be detectable. For some double errors,
modulo-2 addition of associated sps may yield one of the
sps used in the pcvr. In these cases, the double errors
will exercise a false single error correction.

The src-prro code maximizes the probability oI detec-
tion of double errors (explained in the algoritlm section).
Hence, although it uses the same number of memory
bits as a sEc code, it is more powerful. The src-pnsn
code will have a minimum possible number of double
errors that violate Eq (9). Thus, it will have a minimal
chance of false single error correction (in case.of un-
detectable double errors) when compared with sec code.
In addition, in case of detectable double errors, the
suc code will fail, whereas the spc-poso code will be-
have as a sEC-DED code. Moreover, rDED capability be-
comes higher with an increase in unused syndrome pat-
terns; for a 65, 58 sEc-pDED code generated by the
algorithm, eDED capability turns out to be more than
95/o. This high reliability is achieved without the need
{or an eight} check bit, as would have been necessary
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Out of the 26Cro possible FcMs for an sEc code, a sub-
,ilass of pcus should be selected so that out of the 21Cz

or 2I0) possible double errors, the maximum number
of errors should utilize the 10 unused sps [Fig 3].

In hardwafe. the resultant s-bit column or sp is used
to address the bit in error. In case of no error. the five
bits will be all 0s. For a single error, the resultant sP
n'ill be the same as the sp associated (by the PcM) with
the bit in error. The need for state reversal of the bit in
error (for correction purposes) necessitates decoding
the S-bit Sp into 32-bit information. In the case of a
single error, the associated decoder output will be active
tlow). A set of 21 exclusive-NoR gates (two input gates)
rvill have one input from the memory output and the
other input from the decoder output. Active (low) output
of the decoder will invert the bit in error. In case of
no error, the memory output will ripple through without
inversion. The remaining 10 outputs o{ the decoder indi-
cate the presence of detectable double errors. These 10
outputs are fed to a l0-input NAND gate to generate a
double error (high) signal, which can be used to in-
terrupt the computer.

Algorithm
An algorithm is presented in the form of a flowchart
(Fig a) that allows selection of a pcrt (or a class of
ecrvrs) for a SEC-PDED code with maximum PDED capa-
bility. This general algorithm is also applicable lor a

Fig 4 SEC-PDED algorithm.
By computer simulation, algsr-
ithm generates the parity
check matrix for single error
correcting and partial double
error detecting code with
maximum partial double error
detection capabil ity for mem-
ory word of arbitrary length. lt
also calculates percentage of
double error detection

code of any length. It generates the pclt and calculates
the percentage of poro capability for a particular code.

Basic requirement for a particular code is that it
should generate a pcM in which the maximum number
of column-pair modulo-2 additions yield column vectors
that are outside the pcrvr. A convention for representing
column vectors by decimal numbers is introduced for
convenience. For example, the column vector

is considered as the binary number I0I00 and is repre'
sented as 201e, its decimal equivalent. Modulo-2 addition
of two column vectors, 20ro and 516, for example,
yields ** and is represented by l7ro, following this
convention.

Flowcharf

The first step in the algorithm (Fig a) reads the num-
ber of data bits (ND) ; the second step generates the
number of check bits (NC) as determined by Eq (f).

l

0
I
0
0

f ro r - l, t * 1 0  0  0 l
l r + r+01
l0  0  0 l
l_o 1 1_l
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Term NB, defined in the third step as the sum of ND
and NC, indicates the number of colurnns in the pcu

for a particular code. Decimal value of any column
vector in the PCM can range from I to LIMIT, where
LIMIr = 2ric - 1. The all-0 column vector is eliminated
from the total number q{ possibilities, 2Nc, because
it is used {or the no-error condition. The term couNT
indicates the number of double errors that cannot be
detected; it is initialized in Step 3. Step 4 introcluces a
weight matrix IW, where IW(I) gives the weight of the
ith element. For example, initially, all possible (uuIr)
column vectors are considered as suitable candidates for
the pcu to be generated. This is represented by gen-
erating a weight rnatrix IW that corresponds to all the
columns possible (from 1 to r,rmIr) ; initially they are
all set to 0.

An implementation consideration stipulates that all
check bit positions should contain a single I bit. Thus,
in Step 4, all corresponding IV/(2r) elements in the
weight matrix IW are set to the -LARGE quantity, Later,
the selection criterion of an element from the IW-matrix
for transfer to the IH-matrix, the actual PcM, is made
on a least count basis. Therefore, these single-I-bit col-
umns are purposely selected.

In Step 5, actual selection of column vectors starts.
Initially, the first two elements, I and 2, are selected.
Immediately after selection, corresponding weights in
IW for these two elements are changed to *r-,tncn so
that they are not reselected. The number of column vec-
tors currently selected (K) is initialized to 2 in the first
iteration.

Step 6 puts T. equal to K - 1; in the first iteration,
L = I, and I is initialized to 1. Step 7 generates the
modulo-2 sum of IH(K) with all IH(I) values for
I : I to K - I, and in each case, increments the weight
of the corresponding sum in the IW matrix by l. Term
K is incremented in Step 8. Then, the selection criterion
is applied. It is assuiaed that the element of the IW
matrix with the least count is the best choice at this
step. Thus, the element IW(J) is determined. If more
than one element with the same least count exist$, se-
lection of any one of them will yield a pcltl with the
same eDED capability. Hence, the choice is versatile.

In Step 9, the selected IW(J) is accepted as the next
column vector IH(K) of IH. After selection, IW(IH(K) )
is changed to +LARGE to avoid any further selection of
this column. In the lW'-matrix, the couut corresponding
to all elements is initialized to 0. Then, in the process
of selecting elements {or the lH-matrix (the pcu), the
corresponding counts undergo three types of change.
First, when an element is selected in IH, the correspond-
ing count in IW is made very large, thereby eliminating
the possibility of its reselection. Second, the single'l ele-
ments are initialized to -LARGE, so that they are imme'
diately selected. Third, some elements of IW, at any
phase, will indicate a particular count of I, 2, elc. At
any stage o{ selection, the selected columns, when added
(modulo-2 addition) pairwise, will yield some other col-
umns. Elements of the IW-matrix corresponding to the
resulting columns are incremented by I at every stage.

It can be argued that when two vector elements (col'
umns of the ecm) are added (modulo-2 addition), they
result in a third vector. In the course of generating the
PcM, assume that three elements-t1, t2, and ts-have
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been selected so far, and that t1 * t2 = t+, tz * t3 : ts,
and t1 * ta - t6 (modulo-2 addition). Now, if the
counts corresponding to ta, t5, and t6 are considered ac-
cording to present terminology, each value of t1, t2, and
t3 will have a *rancs count, and the values of t4, t5,
and t6 a count of I each. In terms of selecting the next
probable element out of ta, t5, and t6, all of them have
the same count of 1. This indicates that if any one
of them is chosen, its selection will lead to the failure o{
three double error detections. Assume that t+ is selected.
Then, out of t1, t2, t3, and t4, if t1 and t2 are both in
error, the modulo-2 sum will yield ta. Hence, according
to Eq (9), this double error will not be detectable. In
case the t1, t4 or t2, ta pair is in error, again, these two
double errors will not be detectable because they yield
t2 and t1, respectively lrefer to Eq (9) ].

For any three elements, only three distinct pairs exist.
Consider that t1, t2, and ta are three distinct elements;
then t2 and ta can be added to t1, thus yielding two
distinct pairs. Pairing t2 and ta yields the third and last
possible pair. From the combination formul4, Eq (10),
3C2 yields

_  3 !  _
( 3  -  2 ) l 2 l  1 t 2 !

By generalizing this argument, it can be stated that
for every selected element of the lH-matrix, its couxr
(from IW matrix) indicates couNT*3 undetectable dou-
ble errors. Any time an element is selected, its count is
added to the present total count and, finally, it is multi-
plied by three to indicate the total number of unde-
lectable double errors.

Step 9 generates the total incremental count at any
stage. S{hen the compulsory single-I elements are se-
lected for the rcnt, according to the criterion described
in Step 4, its corresponding -LARcE count is efiectively
considered as a 0 count because the -r-,tnco count only
mechanizes the automatic selection of these single-l
elements; it does not contribute to the actual count of
undetectable double errors.

Decision box (D2) checks whether all the NB elements
of the PcM are selected. If so, Step 10 computes
coUNT : coUNT*3, which gives the total number of
undetectable double errors. In a memory containing NB
bits, the number of possible double errors can be cal-
culated using Eq 10.

NBL6. = ryB! =
( N B - 2 ) ! 2 1

Hence, the number of detectable double errors equals
the number of possible double errors minus the number
of undetectable double errors. From this computation,
the percentage qf partial double error detection can also
be calculated.

Algorithm Example
A practical example (Fig 5) is presented to clarify the
algorithm. In this example, decimal representations of
the column vectors are used. The selection of each col-
umn vector and the corresponding incremental change
in the count matrix are shown at each step of the algo-
rithm.

Initially, the counts corresponding to the single-1
columns, ie, I,21 4,8, and 16 are rnade equal to -LARGE

3 x 2 x I
1 x 2 x 1

N B x ( N B - l )
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1-oo) for the forced selection of these columns; the
remainder of the columns are assigned a 0 count, as
shown in the first row of Fig 5. In each phase of se-
lection, the counts corresponding to the resultant col-
umns (modulo-2 addition of the selected column with
all previously selected columns generate the resultant
columns) are incremented by f to reduce the probability
of selection of those elements on a least count basis.

The iterative process of column selection, when applied
to the elements of the lW-matrix (1 to 31), select col-
umns  l ,  2 ,4 ,  B ,  16 ,7 ,  I I ,  13 ,14 ,  19 ,2 I , 22 ,25 ,26 ,
28, 31, 3, 5, 10, 20, and 24. When at first, columns I
and 2 are selected, the count corresponding to column 3
(modulo-2 addition of column I and column 2 yields
column 3) is incremented by *1, and individual counts
corresponding to column I and column 2 are made
equal to *r-ancu (*"o) to avoid their reselection in
further iterations. In the next phase, column 4 is se-
lected. and counts of resultant columns 5 and 6 are in-
cremented bv *1. Continuing in this mode, selection
of up to column element 3l is done. Since all selected
column elements have a count of 0, the total count
column remains 0 after selected column 3I. In the next
iteration, note that selected columns 3, 5, 10, 20, and, 24
each have a count of B. For example, the count corre.
sponding to selected column element 3 (still nonselected)

can be determined by adding the corresponding column
of *1 incremental counts (Fig 5).

Any one of the remaining selected column elements
(3, 5, 10, 20, or 24) could have been chosen because
of their identical count. In this example, selected column
3 is chosen, and the counts of all resultant columns are
incremented by 1. At this stage, it can be seen that all
resultant columns (result of modulo-2 addition of col-
umn 3 with all previously selected columns) are already
selected and, hence, the count of each resultant element
has already been changed to *uncr (*co). Thus, the
efiective incremental count of resultant column elements
is a o'don't care" condition, and it is represented by a
circled f I in Fig 3.

Final total count is 40. Therefore, couNT = couNT*3
: 40 x 3 or 120 is the number of undetectable double
errors. Thus, from Step 10:

IERR (number of possible double errors) =
N B x ( N B - I )

= 2r!2o = 2ro2
IPDET (number of detectable double errors) = IERR - COUNT

= 2 I 0 - 1 2 0 = 9 0

Percentage of double error detection : 
ffi 

. t*

on
= --jI x 7N% = 42.867o

ZLU
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Fig 6 PCM for  21 ,  16 s ingle error  correct ing and
maximum part ia l  double error  detect ing code. This
matrix also yields minimum achievable delay for
check bit generation

lmplementaiion

Considering the pcn (data portion) represented by
Eq (6) o it can be seen that each check bit is generated
by generating the parity of those data bits for whic.h
the corresponding column in the PCM has ls in the
relevant row. Depending on the number of Is in each
row, that many exclusive-oR gates will be necessary fo'r
each check bit generation. According to Eq (6), q
generation needs five gates, whereas C5 needs 10 gates.
Therefore, C1 introduces a S-gate level delay and C5 in-
troduces a lO-gate level delay. ilecause encoded data
(data plus check bits) cannot be written into memory
uritil all check bits are generated, the maximum delay
will be governed by the check bit having the maximum
number of gates, a l0-gate level delay in this example
Hence, a pcM that has a minimum delay in check bit

t 6  w R t T E

OATA BUS

CORRECTEO
DATA EITS
+ C H E C K  E I T S

F R O M  M E M O R Y

NO ERROR

S I N G L E  E R R O R

PART I AL
OOUEL E
E R R O R

0 5 ,  6 ,  7 ,
to ,  i l ,  t5 , t6 c t  /  s l

/

F i g  7  H a r d w a r e  i m p l e m e n t a t i o n
ot SEC-PDED code. 16-bit  data are
stored in memory (a) with gener-
ated f ive check bits. When read
from memory, generated syndrome
pattern corre.cts any single bit
error and detects more than 42V"
o f  poss ib le  doub le  e r ro rs .  Whi le
data are writ ten into memory,
check/syndrome generator (b) gen-
erates check bits. On reading back
encoded data from memory, they
generate the syndrome pattern that
corrects any single error and
detects maximum percentage of
double errors

0 2 , 3 , 4 , 8 , 9 ,
to, i l , t4, 16

ot ,  3 ,  + ,  e ,  , ,  
t too  

?ro,r,r3,r5 !s ffiffi.___________--..rr.
:@--{*Hffih$]

D t ,  z ,  4 ,  5 ,  7 ,
9 ,  i l ,  12 ,14

D t ,  z ,  I ,  s ,  e ,
8 ,  i l ,  t 2 ,  r 3

C 4 /  5 4

C 5 l  5 5

(b)
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r':leration will be most suitable. After generating a
r::=' of pcMs with sEc-maximum etno capability, a
r.nputerized search can be conducted to obtain a
m;irix that satisfies the above criterion.

The pcnt fior a 2L, 16 sBc-poen code with maximum
rlro capability and minimum gate delay for check bit
::neration is presented in Fig 6. Steps for generating
j-: pcM are presented in the data of Fig 5 and follow
:-:.. algorithm of Fig 4. It can be seen from the pcin
r: Fig 6, that each check bit generates a 9-gate level
::lav; ie, nine ls are present in each row of D1 through
,- .. In addition, this will yield a maximum IDED capa-
: .rt1' of 42.86%. Hardware diagrams [Figs 7(a) and- 

b t ] illustrate the implementation of the 21, 16 src-
': rD code, as represented by the eclr in Fig 6.

While writing into memory, the write signal is de-
i-'ed fnot shown in Fig 7(a) ] to accommodate the
::lay in check bit generation. Input to the check/syn-
::ame (c/s) generator is obtained from the data bus
:-;ring write mode. The write signal enables the write
l:-=tate bufier and inputs the 16 data bits into the c/s
r:nerator. In write mode, the c/s generator acts as the
:heck bit generator. Also, signals Cr, Cz, Cs, C*, and C5
;:e disabled (made low) by the read control signal in
Iig 7(b), which is low during write mode. Hence, the

s generator generates the check bits, and encoded
jata are written into memory by the delayed write signal.

During reading of encoded data, input to the c/s gen-
-rator is from the 2l-bit memory. Signals Cr through Cs
::e enabled by the read control signal during read
:aode. The c/s generator acts as an sp generator during
--ris mode. The syndrome decoder (sn), which is also
.nabled in this mode, is a 5-to-32 decoder, which can
i,e implemented by using 3-to-B fast decoders with active
.rl' outputs. An all-0 output indicates no error. A single
.rror, if present, will be indicated by the corresponding
:e; ie, the relevant output of the decoder will be active
Iow). This single-bit error indication is used in the

iorrector to obtain correct data immediately. A bank of
11 exclusive-NoR gates is used to implement the corrector
:unction. One input of each gate is from memory and
the other input is from the sD. In case a single error is
lresent, the corresponding decoder output will be low,
and will invert the erroneous memory data bit, thus
,:orrecting it. Normally, the data bits from memory will
ripple through the corrector. Any one of the remaining
10 outputs of the so, if active, will indicate one of the
detectable double errors. These l0 outputs are fed to a
lO-input NAND gate, which will indicate the partial dou-
ble error automatically.

In Fig 8, maximum pnpo capabilities (in percentage)
rersus code length (in number of bits) are presented in
graphical form for five, six, and seven check bits. For
five check bits [Fig B(a) ], the maximum rnno capabil-
ity of the sEC-eDED code for L2 data plus five check
bits is more than BjVo. For six and seven check bits (ie,
27 d,ata plus six check bits and 58 data plus seven check
bits) lFiss 8(b) and B(c)], maximum roro capabil it ies
are more than 907o and 95%, respectively.

pcus with sEc-maximum rorl capability are presented
in Fig 9. These pclrs have been generated by computer
simulation of the algorithm of Fig 4. Presented using a
decimal representation (explained earlier), each PcM is
a general type, representative of the pclr for the corre-
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Fig I Maximum PDED capabil i t ies. Percentages
of maximum part ial double error detection capabil-
i ty of single error correcting and maximum part ial
double error detecting codes with dif ferent code
lengths are shov,rn for five, six, and seven check
bits
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Fig 9 General pari ty check ma-
tr ices. Corresponding to f ive, six,
and seven check bits, PCMs are
shown in dist inct formats with each
dec imal  number  represent ing  co lumn
vector. Each 'PCM is generated by
fo l low ing  a lgor i thm;  number  o f  e le -
ments in each matrix is equal to
2Nc - 1 = LIMIT. To get part icular
PCM of  leng th  NB (NB =  ND +  NC) ,
genera l  PCM for  cor respond ing  NC
is  chosen,  and f i rs t  NB co lumns ( ie ,
f i rs t  NB dec imal  numbers)  w i l l  g ive
PCM y ie ld ing  s ing le  e r ro r  cor rec t ion
with rnaximum part ial .double error
detection capabil i ty

sponding check bit. Each is generated by the described
algorithm, and the number of elements in each is equal
to 2NB - I - r,rmrr. To get a particular pcvr of fixed
NB (NB: ND + NC), the general pcrr for that NC
is chosen, and the first NB columns (ie, frrst NB decimal
numbers) give the rclt yielding the src code with max-
imum pnEo papability.

For example, consider a computer with a memory of
12-bit words. From Eq (I), it is known that five check
bits are necessary for sEc capability. The associated ssc-
maximum eDED pcM is obtained by considering the first
12 plus five of I7 columns of Fig 9(a), which gives a
p c m  o f  I , 2 ,  4 ,  B ,  1 6 , 7 , 1 1 ,  1 3 ,  L 4 ,  1 9 , 2 I , 2 2 , 2 5 , 2 6 ,
28, 3I, and 3 (represented in decimal form). From
Fig B(a), the corresponding maximum nnnn capability
for a code length of 17 bits is found to be B2/o. For a
computer memory requiring six or seven check bits,
the corresponding pcu can be found from Fig 9(b) or
Fig 9(c) in a similar way. Fig B(b) or Fie 8(c) wil l
yield maximum e.DED capability for the particular rcvr.

Conclusions

A single error correcting code is capable of partial dou.
ble error detection for increased reliability with mini-
mal extra hardware expense. The partial double error
detection capability of a src code also can be maximized
by suitable choice of pcvr. The given algorithm can
generate a class of pcrvrs with suc and maximum PDED
capability. This algorithm has been thoroughly computer
simulated and succesgful|y tested.

A computer memory with single error correction and
maximum partial double error detection (ernploying a
2I, 16 sEc-maximum elnn code) for a minicomputer
system has been success{ully implemented in the labora-
tory. Computer memory systems, instead of using src
code, can use sEc-maximum PDED code. This code will
detect a sizeable percentage of tolal possible double
errorsr which the sBc code will not be able to detect.
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In addition" sEC-PDED code minimizes the number o[
undetectable double errors with the least chance of false
single error correction (in case of undetectable double
errors). Hence, for practical memory systems, employ-
ing protective redundancy, this code is quite attractire-

The algorithm, although very general in nature, does

not consider the criterion of minimal delay in check

bit generation. Hence, generalizing the algorithm eYer!

further is possible.
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