SINGLE ERROR CORRECTING CODE
MAXIMIZES MEMORY SYSTEM

EFFICIENCY

When applied to memory systems, derived algorithm generates a
single error correcting code with a maximum partial double error
detection capability for increased protective redundancy.
Additional double error information is obtained without the need
for an extra check bit and at minimal hardware cost

S. Sunyalland K. N. Venkataraman

Tata Institute of Fundamental Research, Bombay, India

R eliable memory systems can be designed either by
using highly reliable but expensive components or by
employing inexpensive protective redundancy in terms
of a single error correcting code that uses redundant
check bits. The degree of reliability can be increased if
this protective redundancy matches the failure mode of
the memory system. Presently, use of semiconductor
memory is increasing because of lower cost, higher
speed, higher density, and better long-term reliability
compared with core memories. Semiconductor read-
write memory chips are available in n-word x 1-bit con-
figurations (where n = 256 through 16,384 words). For
memory systems built with these chips, a single-bit fail-
ure in a word is more probable than a multiple-bit fail-
ure. Therefore, a single error correcting code is quite
effective in increasing system reliability.1:2:3

For memory systems in need of increased reliability,
a single error correcting and double error detecting
(sEC-DED) code can be incorporated. This code needs
an additional check bit to indicate overall parity.?
Double error information, when detected, can be de-
signed to interrupt the computer which, in turn, can
display the failure mode.

Inherently, a single error correcting code has the po-
tential of partial double error detection. Without using
an extra check bit, as necessary in a SEC-DED code, a

modified SEC code is capable of detecting an appreciable
percentage of total double error possibilities. Since varia-
tion exists in the amount of double error detection, to
maximize memory system efficiency, an algorithm—
called a single error correcting and partial double error
detecting (sEc-PDED) code—has been evolved that gen-
erates a code for correcting all single errors and detect-
ing a maximum number out of the total possible double
errors.

This SEC-PDED code requires only as many check bits
as are needed in the SEc code, while approaching the
reliability of the sEc-DED code. Moreover, extra hard-
ware for the implementation of the SEC-PDED code is
minimal.

Background

To correct a single-bit error, information in the form of
check bits is required to address the bit in error. As check
bits are equally prone to failure, they are required to
address themselves also, in case of error. Absence of
error should indicate a null selection. For a computer
memory system with a specified word length, the num-
ber of check bits needed for an sEc code can be deter-
mined by the Hamming relationship.® For example, for
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a 16-bit computer, five check bits are needed. Thus,
16 + 5 or 21 bits are required for addressing and for
indicating a no-error condition. This is commonly re
ferred to as a 21, 16 code. A SEc-DED code for a 16-bit
computer needs one more check bit to indicate overall

parity, thus increasing the total bit length to 22.

With five check bits in a sEc code, 2° or 32 different
bit patterns (called syndrome patterns or sPs) can be
formed. Again, the all-0 bit pattern normally represents
the no-error condition. Of the remaining 31 sps, 21 are
associated with the required 21 address bits (data plus
check bits), leaving 10 unused patterns. The possible
utilization of these unused sps in the SEC code initiated
an investigation from which the sEc-PDED code evolved.

In a 21-bit memory, if 2-bit failures are considered,
there will be 210 distinct double error possibilities, cal-
culated as follows. The first bit can form 20 different
pairs with the remaining 20 bits, the second bit can
form 19 different pairs, and so on. By adding the pairs
(20 +19 + 18 + ... + 1), a sum of 210 is obtained.
Therefore, whenever a double error occurs, such that
the modulo-2 addition of the two vector patterns cor-
responding to the two bits in error results in one of
the 10 unused sps, that double error can be detected.

This derived algorithm generates a class of SEC-PDED
codés with maximum PDED capability. Given the num-
ber of data and check bits, this algorithm directly
constructs the associated sps (called parity check ma-
trices or PCMs). Since it is possible to have a class of
pcMs with the same maximum PDED capability, the al-
gorithm is also capable of generating all the PcMs.

The probability of errors remaining undetected can
be reduced greatly by combining the single error correc-
tion process with the detection of a large percentage of
double errors. Extra hardware needed to achieve this
capability is minimal when compared with that needed
for a sEc-Hamming code. For example, for a 21, 16
SEC-PDED code, only one extra 10-input NAND ggte is
needed. The 10 unused outputs (active low) of the sp
decoder, in this case, are fed to the extra NAND gate,
which is activated in the presenceé of any detectable
double error.

As the cost per bit of memory is steadily decreasing,
the trend of employing a SEC or a SEC-DED code in mem-
ory systems is gradually increasing to provide better
system reliability. The PDED capability of a SEC-PDED
code with a long word length is very high, eg, 72.96%
for a 71, 64 code. Thus, a memory system using a 71-bit
word length employing SEC-PDED code can benefit from
the advantage of having more than 72% of possible
double errors detected without the requirement of an
extra memory bit.

Single Error Correcting Code

A sEc code is generated by appending certain parity
check bits to the data bits. These check bits are gen-
erated with the help of the parity check matrix of the
sEc code. Whenever there is a single error, the check
bits will indicate the position of the bit in error; more-
over, they will indicate a no-error condition by an all-0
pattern.
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Assume that d is the number of data bits and m is
number of check bits; then the check bits must describe
d + m + 1 different bit patterns. Thus

2" =2d+m+1 (1)

Eq (1) is the wellknown Hamming relationship.?
For 16 data bits (d), the number of check bits (m) is

5 from the equation.

Mathematical Representation

Assume that vector v is a coded message of order n
(ie, d + m) and H is a parity check matrix of order
m x n; then

vH™ = 0 ) (2)

where HT is the transpose of the H-matrix.* If the
H-matrix is represented as

hll h12 hlS
hz hee hax
hSl h32 h33
then HT is

hiy ha ha
hiz hz ha
h13 hza h3‘-!

More clearly, if v is equal to aj, a2, « e+ i, « o« ap,
where ai, as, ..., aj, ..., a, correspond to each bit
position value of the coded message, and the elemerit in
row i and column j of H is denoted by hy;, Eq (2)
implies: :

Z aj; hyy = 0 for all i values (3)
i

This equation generates the generalized parity check
bits. For each row of H, the number of 1s in v corre-
sponding to the number of 1s in that row (the “dot
product” of v and each row of H) will be an even value.
For example, assume that u = code vector of order n,
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Fig 1 Parity check matrix for single error cor-
recting code with 16 data (D) bits and five
check (C) bits. Each column (S: to S:) repre-
sents the syndrome pattern (SP) associated with
corresponding data and check bits
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