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1 .  INTRODUCTION :  Fau l t  t oLe ran t  compu te r  c ies ign  essen t i a l l y
means  p rov id ing  co r rec t  execu t i on  o f  p rog ram insp i te  o f  f au l t -
p resence .  u t i l i za t i on  o f  ve r y  h i gh  qua l i t y ,  heav i l y  sc reened
componen ts ,  modu les  e tc .  p rov ide  an  answer  to  th i s .  By  reduc ing
the  p robab i l i t y  o f  f a i l u re ,  h ig t re r  ava i l ab i l i t y  o f  t t r e  compu te i
systems is  ensured.  Cn the other  harrc l ,  usJ.ng rec iunc iancy in  ierms
o f  ccd ing ,  du tp l i ca t i on  e t c .  i t  i s  a l so  poss ib l e  t o  ach ieve  t he
sanre  resu l t  w i th  ave rage  qua l l t y  componen ts .  The  th i r c l  app roach
is  t ra r r s la t i ng  the  p rob lem o f  e " "o t  de tec t i o r r  and  subsequen t
co r rec t i on  i n  t he  dpma in  o f  t i r ne .  Repea ted  e l i ag r ros t i cs  a re  run  o r r
the system to checl< '  correct  inp- t  producing known correct
ou tpu t  '  -  I n  case  o f  non -co r r f  o rm i t y ,  e r r c ) r  s i gna ls  a re  genera ted
wh i ch  t r i gge rs  manua l  i n t e r ven t i on .  A t  t h i s  po i t t  e r ro r  l oca t i ng
tes ts  he lp  f  i r r d i r rg  f  au l t s  a t  a  reaso r rab le  reso lu t i n  l eve I  

" r , arep lacemen t  o f  f au l t y  mod t t l es  aga in  e r r su res  co r rec t  ope ra t i on .

A  s l i gh t l y  d i f f e ren t  app roach  i - s  expLored  he re  to  op t im ize
ce r ta i r r  pa rane te r s .  I 4e  ca r l  t h i s  . a  g raded  app roach ' .  He re  . a
comb i r ta t i on  o f  a lL  th ree  app roaches  * " i u  made  to  ach ieve  a  des ign
wh i ch  i s  essen t i a l l y  qu i t e  s imp le  bu t  s t i I l  p rov i des  su f f i c i en t
f au r t  t o l e ranee .  r n  case  o f  i nab i l i t y  t o  mask  t he  f auL t ,
i nd i ca t i ons  a re  p rov ided  abou t  f au l t -p rese r rce .

Bas i ca l l y  t he  g raded  c les ign  app roach  advoca tes  d i f f e ren t
techn iques  a t  d i f f e ren t  l eve l .  nea inda t r cy  and  cod ing  i s  app l i ed
to  a  modes t  deg ree .  Exp lana t i o r r  o f  t h i s  phenomer ron  i s  as  fo l Jows-  i f  t he  modern  to ta l l y  se l f - check i r rg  checke rs  a re  s tud ied ,  i tcan  be  seen  tha t  t hough  a lgo r i t hm ic  co r rec tness  i s  ach ieved ,
ove ra l l  c i r cu i t  comp lex i t y  i nc reases .  Here  the  submiss ion  i s  t ha tw i th  i nc reased  quan t l t y  o f  ha rdware ,  p robab i l i t y  o f  f a i l u re
becomes  non - t r i v i a l .  He r rce  an  op t imum ba lance  o f  . i r  pa ramete rs
i s  t he  des i r ed  goa1 .  r t  w i l r  b ;  seen  w i t h  t he  he lp  o f  a  des ignexamp le  tha t  a  s tep  by  s tep  eva l -ua t i on  and  se lec t i on  o f  p ropJ "
redunclancy,  e l ther  in  harc iware or  in  t ime can be chosen

'Tudi -c io t ts  choice of  cer ta in  very h ig t i ly  screened.  components atc r i t i caL  a reas  w i l l  i n c rease  t he  o . r * t i l 1  r e l - i ab i l i t y .  on  t op  o ft h i s ,  d i agnos t i c s  and  f i ne r  r eso lu t i - on  m ic rod iagnos t r cs  a re  ru r ra t  pe r iod i c  i n te rva l  t o  improve  the  ove ra l l  con f j . denee  1n  theper fo rmance .  Th i s  to ta ]  app roach  i s  be l i eved  to  be  o f  h ighe ri n te res t  f r om the  p rac t i caL  c l es i gn  v i ewpo in t  aswe lL .



f .

2 .  BASIC  SYSTEM IMPLEMENTATION:
The  bas i c  sys tem con f i gu ra t i on  i s  shown  in  F igu re  1 .  P rocess ing

un i t s  were  des igned  us ing  b i t  s l - i ce  m ic rop rocesso rs  (  4  o f  t hem
to  have  a  4  x  4  -  16  b i t  p rocesso r  ) .  one  po in t  o f  impor tance  i s
that  thc- ,ugh tLre design example is  s l :own wi th  a 16 b i t  processor ,
t he  bas i c  des ign  ph i l osophy  ho lds  f o r  any  s im i l a r  des ign .

Da ta  f r om the  ou t s i de  wo r l d  (memory ,pe r i phe ra l  dev i ces )  a re
brought  in to the processor  through the Data l r i  Bus and brought  out
f rom the processor  through the DataOut  Bus.  There is  a  ROM
s i t t i ng  o r r  t he  Da ta ln  Bus  f rom wh ich  some o f  t he  vec to r  add resses
and  cons tan ts  ( requ i red  fo r  a r i t hme t i c  ope ra t i ons ,  i n te r rup t
se rv i c ing )  a re  ob ta ined .  D In  Reg is te r  and  DOut  Reg is te r  a re  the
bt t f fer  reg is ters  between the in ternal  Data In , /  Data Out  Bus and
the exterr raL Data Bus.

The contro l  sect ior r  is  microprogrammed.  A1l  the corr t roL
in fo rma t ion  i s  s to red  i n  t he  RoM in  the  . f o rm o f  b i t  pa t te rns .
L i ke  any  memory ,  t h i s  s to rage  can  be  add ressed  (  ca l l ed
mic roaddress ) ,  ou tpu t  o f  t l r i s  un i t  genera tes  con t ro l  i n fo rma t ion
to the whole computer .  The machine code corrs is ts  of  opcodes which
when  decoded  (by  a  ROM ca l l ed  IR  Decode  ROM)  genera tes  s ta r t i ng
m ic roadd ress o f  a  pe r t i nen t n t ] . c ro rou t ] -ne . Subsequent
microaddresses a l re  generated f rom the contro l  memory next  address
f i e l d  Ano the r  add i t i ona l  f ac i l i t y  ex i s t s  t o  a l t e r  t he
mic roaddress  aceo rd i r rg  to  m ic rob ranch  i npu ts  (wh ich  cou ld  be
cond i t i on  code  ou tpu ts  e t c .  ) .  When  a  co r rd i t i onaL  m ic rob ranch ing
i s  des i red ,  t he  l eas t  s ig r r i f  i ca r r t  t h ree  b i t s  o f  t he  nex t  add ress
f  i e ld  i s  kep t  ze ro  and  they  a re  ' oR 'ed  w j - th  the  cond i t i ona l
b ranch  i npu ts .  so ,  depend ing  upon  the  cond i t i on  i npu ts  be ing  ' o '
o r  ' 1 ' ,  nex t  m i c roadd ress  w i l l  be  mod i f i ed  acc ro rd i ng l y .

3.  SYSTEM IMPROVEMENT FOR INCREASED RELIABILITY:
As  men t ioned  ea r l i e r ,  t he  bas i c  emphas is  i s  t o  i r r c rease  ove ra ] l

sys tem re l i ab i l i t y  w i thou t  go ing  to  any  ove ra l l  ex t reme des ign
measure .  Fo r  conven i .ence ,  we  sha l l  t yp i f y  two  g rades  o f
components :  Type A and Type B.  Type B conforms wi th  s tandard,
common ly  ava i l ab le  i n teg ra ted  c i r cu i t s , compor ren ts  e t c .  whereas
Type  A  componen ts  a re  sc reened  fo r  h ighe r  t empera tu re ,h ighe r
humid i t y  and  o the r  pa ramete rs .  These  a re  used  fo r  h igL
re l i ab i l i t y  des ign  requ i remen t .

We sha l1  desc r ibe  the  des ign  s t ra tegy  .edop tec l  f o r  i nd i v idua l
modu les  (  r e fe r  t o  F i gu re  1  ) .

3 .  1  PROCESSING UNITS :  The  bas i c  p rocess i . r rg  un i t s  a re  des igned
a round  B i t  S I i ce  M ic rop rocesso rs .  Assoc ia ted  mu l t i p l exe rs  e t c .
a re  r ro t  showr r  i n  t he  d iag ram.  In i t i a l l y  i t  was  though t  t ha t
A r i t hme t i c  codes  (An  +  B  Type)  a re  to  be  used  fo r  p roduc ing
redundancy  to  ge t  be t te r  re l i ab i l i t y .  On  a  reassessmer r t  i t  was
f i na l l y  dec ided  t o  s tea l  t ime  f r om ma in  p rocess ing  j ob  t o  r un
mic rod iagnos t i c  rou t i nes  i r r  an  ape r iod i c  way .  Be rs i ca l l y  ou r
app roach  i s  s l i gh t l y  d i f f e ren t  i n  t he  se r rse  tha t  t he  runn ing  o f
the  m ic rod iagnos t j . c  rou t i nes  i s  i n i t i a ted  by  the  ope ra t i ng
sys tems  wheneve r  i t  i s  ' i d r i ng ' .Th i s  p rocess  i s  r un  a t  a  r ow
p r i o r i t y  so  as  no t  t o  d i s t u rb  any  rea l  t ime  p rocess ing  needs .



Since  the  m ic rod iagnos t i c  rou t i nes  run  much  fas te r  t han  a  mach ine
code  l eve l  d i agnos t i c s ,  l ess  t ime  i s  r equ i red  t o  ensu re  ave rage
re l i ab i l i t y .  Sys tem and  p rocesso r  s ta tus  i s  p rese rved  and
restored at  t l re  begi r r ing and end of  th j -s  operat ior r .  Any error f
de tec ted  f rom these  ' co r rec t  code  i r rpu t  shou ld  ge r re ra te  co r rec t
code  ou tpu t '  t es t s  i n te r rup ts  the  no rma l  run .  Th i s  i n  t u rn
i r r i t i a tes  run r r i ng  o f
i n t e r ven t i on .

fau1 t ,  Loca t i ng  tes ts  th rough  ope ra to r

3.2 CONSTANT ROM :  The ROM si t t ing orr  the Data l r r  Bus prov ides
vec to rs ,  co r r . s ta r r t s  e t c .  Th i s  i s  checked  w i th  the  he lp  o f  pa r i t y
b i t s .  S i ze  o f  t h i s  ROM i s  32  wo rd  x  16  b i t s .  No rma l l y  two  32  wo rd
x  8  b i t  ROM wou ld  have  been  su f f i c i en t .  f r r  t h i s  des ign  ano the r  32
word  x  B  b i t  RQM i s  used .  Ou t  o f  t h i s  24  b i t s ,  5  b i t s  o f  each
word  s to re  the  add ress  o f  t ha t  word  i t se l f .  Fo r  examp le ,  when
loca t i on  5  i s  add ressed ,  t he  co r respond ing  add ress  b i t s  a re
compared  w i th  . t he  s to red  5  b i t s  o f  add ress .  Any  non -con f  o rn r i t y
i nd i ca tes  ha rdware  fa i l u re .  Two  b i t s  a re  used  as  pa r i t y  b i t s
(one  fo r  IA  b i t s  and  ano the r  f o r  11  b i t s ,  o r re  b i t  r ema ins
unused) .  Pa r i t y  i s  checked  th rough  ha rdware  and  e r ro r ,  i f  a r r y ,  i s
i nd i ca ted .
One  in te res t i ng  aspec t  i s  t ha t  t he  check i r rg  c i r cu i t r y  (pa r i t y

checke rs ,  Essoc ia ted  SS I  c i r cu i t s  )  a re  des igned  us ing  Type  A
componen ts .  Th i s  ensu res  h ighe r  re l i ab i l i t y  by  reduc ing  the
p robab i l i t y  o f  f a i l u re  o f  t he  checke rs .  By  se lec t i ve l y  choos ing
on ly  some c r i t i ca l  componen ts  to  be  o f  h ighe r  re l i ab i l l t y ,
ove ra l l  cos t  f ac to r  i s  kep t  op t imum.

3.3 DATA IN AND DATA OUT REGISTERS, ADDRESS REGITER (AR),  DATA IN
AND DATA OUT BUS, DATA AND ADDRESS BUS :

The  d lagnos t l c  rou t i ne  wh ich  checks  the  P rocesso r  a l - so  ensu res
p roper  work lng  o f  t hese  reg i s te rs  and  the  buses .  To  ensu re
add i t i ona l  re l i ab i l i t y  ano the r  bas i c  f ac to r  was  co r rs ide red .  These
are  h ighe r  re l l ab i l i t y  ca rd  edge  connec to rs  and  bus  con r rec to rs .
Ea r l i e r  wh i l e  des ign ing  s tandard  commerc ia l l y  usab le  compu te r
sya tems  i t  was  obse rved  tha t  t h i s  a rea  was  one  o f  t he  ma in  sou rce
o f  un re l i ab i l i t y .  Add i t i onaL l y ,  some  socke t s  a re  used  f o r  t he  LS I
ch ips  (b i t  s l i ce  p rocesso rs  ,  PROMs) .  These  a re  a l so  chosen  t o  be
o f  Type  A  qua l i t y .

3 .4  D IAGNOSTIC  DEVICE ON THE BUS -  A l l  t he  tes ts  and  measures
desc r ibed  so  fa r  do  no t  he lp  check ing  the  con t ro l  l i nes  on  the
bus a l though a min imal  checking through proper  response of  the
memory  i s  assu red .

To  hand le  t h i s ,  a  spec ia l  dev i ce  i s  des igned .  Th i s  dev i - ce  i s
memory  mapped .  On  be ing  add ressed  f rom the  p rocesso r  t h i s
microprogrammed device goes through a dummy set  o f  sequences to
ensu re  p rope r  work ing  o f  t he  bus .  A I I  con t ro l  s i gna ls  a re
checked .  The  componen ts  used  he re  a re  o f  Type  A .

3.  5  INSTRL]CTION REGISTER (  IR)  DECODE ROM AND MAIN CONTROL ROM :
These  a re  p rov ided  w i th  add ress  and  da ta  pa r i t y  i n  t he  same way
as  desc r i bed  i n  sec t i on  3 .2  f o r  t he  cons tan t  ROM



3 .6  INSTRUCTION REGISTER (  IR )  ,  M ICRO BRANCH MULTIPLEXER,  NEXT
ADDRESS MULTIPLEXER , MrcRO DATA BUFFER : Type A components are
used  f o r  t hese  modu l -es  t o  ensu re  h i gh  re l i ab i l i t y .

3  .7  TI I " IE DOMAIN TESTING (MICRODIAGNOSTICS )  :  Whenever  the
ope ra t i ng  - sys tem i s  ' i d l . e '  ,  m i c rod iagnos t i c  r ou t i nes  a re
in i t i a ted  to  check  d i f f e ren t  pa r t s  o f  t he  sys tem,  ds  desc r ibed .
To  sa t i s f y  easy  sw i t ch ing  ove r  f rom the  no rma l  ope ra t i ng  mode  to
the  m ic rod iagnos t i c  mode ,  a l l  s ta tus  a re  saved  and  re t r i eved .
Advan tage  o f  t h i s  l eve l  o f  d iagnos t i c  a re  two fo ld :

(a )  1o t  many  f i e lds  o f  t he  m ic roda ta  reg i s te r  can  be  ac t i ve
in  pa ra l l e l  i n  t h i s  ho r i zon ta l l y  m ic rop rog rammed mach ine ,  hence
speed  o f  ope ra t i on  i s  h igh .

(b )  r eso lu t i on  o f  f au l t  l o ca t i on  i s  a l so  veyy  h i gh  as  we  can
i so la te  f au l t s  a t  a  ve ry  f i ne  }eve l .

4 .  CONCLUSION :  A  new approach  o f  m ix ing  d i f f e ren t  t ype
componen ts  o f  d i f f e ren t  re l i - ab i l i t y  f o r  t he  des ign  o f  an
op t ima l l y  re l i ab le  compu te r  sys tem a t  a  modera te  cos t  was
under taken  a r rd  fu l f i l l ed .  Fo r  a  med ium range  re l i ab i l i t y
requ i remen t  t h i s  t ype  o f  des ign  me thodo logy  w i l l  c l e f i n i t e l y  make
i t s  ma rk .
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